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Superior access, quality and value of healthcare services has become a national priority for healthcare
to combat the exponentially increasing costs of healthcare expenditure. E-Health in its many forms
and possibilities appears to offer a panacea for facilitating the necessary transformation for healthcare.
While a plethora of e-health initiatives keep mushrooming both nationally and globally, there exists to
date no unified system to evaluate these respective initiatives and assess their relative strengths and
deficiencies in realizing superior access, quality and value of healthcare services. Our research serves
to address this void. This is done by focusing on the following three key components: 1) understand-
ing the web of players (regulators, payers, providers, healthcare organizations, suppliers and last but
not least patients) and how e-health can modify the interactions between these players as well as create
added value healthcare services. 2) understand the competitive forces facing e-health organizations and
the role of the Internet in modifying these forces, and 3) from analyzing the web of players combined
with the competitive forces for e-health organizations we develop a framework that serves to identify
the key forces facing an e-health and suggestions of how such an organization can structure itself to be
e-health prepared.
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Foreword

I am delighted to write a foreword for this book on informatics in women’s health—a first for women’s
health. [ have known Emma and Dave for 10 or more years and admire their work in this field. They are
in a unique position with their combined talents to bring this collection of articles together.

What do informatics offer to women’s health? How can computers improve patient care? The amaz-
ing advances in IT have contributed to improvements in many aspects of modern life. This book, a first
of many, outlines the contribution of computing to women’s health.

Healthcare organizations have been keen to take up some aspects of the IT industry. Administration
and clerical aspects of medical care such as clinic bookings, admission, and discharge have been comput-
erized for many years. However involving IT in directly improving the care women receive has lagged.
How IT can improve the care women receive is an immense topic which is at an embryonic stage—the
subject of this book. This delay is due in part to the complexity of the issues but equally because the
doctor and the IT consultant come from previously unrelated fields. In order for the full potential of the
computers in medicine to be realized by these two diverse groups have to interact, a new subspecialty
must emerge. This text is written by some of those in the forefront of this development.

Maternity care is one of the medical specialities more suited for computerization; there are many
defined events with discrete beginning and end—pregnancy. Specialities such as gynaecology with
repetitive admissions and complexity are far less amenable.

Fortunately for women’s health, IT offers far more than just aiding hospital administration. Data col-
lection, the logical first small step, is well established. These datasets range from retrospectively collected
variables used to produce statistical analyses and reports, to comprehensive and prospectively collected
patient notes. Additional exciting uses of IT in improving patient care are outlined in this collection.

This text is the first of what will be many in this field. I hope it inspires others as it does me and en-
able medical professionals and those in the IT industry to work together to improve care for women.

Neil Pattison
FRANZCOG

Neil Pattison is a specialist in obstetrics and gynaecology. He has an interest in high risk pregnancy and health informatics.
He was the main instigator of one of the .rst perinatal databases in the world and has an ongoing interest in this area. Neil
introduced both of the editors to this exciting field and was supervisor to Dr. Emma Parry for her MD which had a large health
informatics component.
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Preface

Introduct lon

Women’s health is composed of a broad range of both normal physiological events in a woman’s life,
and conditions which occur as a result of abnormality of the genital tract and pregnancy. During the
last century, the field of women'’s health (and ill health) have rapidly changed and evolved as a clinical
discipline. This is in part due to the changing roles and expectations of women. The feminist movement
and newspaper articles with headlines that read “the unfortunate experiment,” resulted in the medical
profession realizing that high standards and an informed approach were needed.

We are now at a point where the care of women through all parts of their life, whether it is puberty,
pregnancy, or menopause, is generally of a high standard throughout the developed world. Care involves
screening and prevention of disease, fertility control, pregnancy care, neonatal care, and management
of gynecological disease.

Within women’s health expectations of good quality care are high. Health professionals working
in the area have been amongst those who have responded to the challenge to provide women and their
babies with evidence-based care. For example, the Cochrane collaboration is a worldwide network of
interested researchers who assess quality of research and collate the best to produce meta-analyses to
guide practice. The groups now cover many disciplines within medicine, but the first group’s set-up
(and still the majority) is from women’s health.

With so much information, both about individual women and vast amounts of research, managing
this data is essential. Computing power has revolutionized life in the modern world. Within health,
information, communication, data storage, and decision making have all been changed immensely by
computing. We are now at a point where we cannot imagine running our lives without it.

The field of health informatics has been rapidly evolving over the last 20 years. There has been
an explosion of interest in all medical fields and women’s health is no different. Who are the health
informaticists in women’s health? As is usual in a new and evolving field, initially the “experts” are
self-taught with an interest, and come from a range of backgrounds such as doctors, nurses, midwives,
computer scientists, librarians, information scientists, and engineers. More recently however, many
teaching institutions have developed courses in health informatics and post graduate study in the area
is often easily arranged via e-learning.

In tandem, a number of areas were initially developed in women’s health informatics. In the 1980s
a number of early informaticists started to collect maternity data on databases. In Chapter V, Parry
describes the development of the early electronic health records which stored information gathered on
a database. The development of the World Wide Web led to electronic communication. This allowed
communication between health professionals for advice and support. It also allowed new information
to be more quickly disseminated and incorporated into practice. In the 1990s many research journals
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started to put an electronic version of the publication on the Internet, allowing more rapid and wider
access to research.

Doctors have always jealously guarded their ability to make a diagnosis and institute the correct
management. Even in this area computing power has had an increasingly significant role from the early
days of clinical alerts to complex assessment of the antenatal CTG, which can now outperform a human
(see Chapter X).

This book describes a number of areas within women’s health informatics. Clearly where technology
is involved, there are commercial applications within the area. In some cases, certain applications will
be referred to. These are to allow examples to be given and do not necessarily indicate an endorsement
of the product by the author. As an informatics book, many references are to Internet-based sources.
Apologies if these have changed following publication, however judicious use of the Internet archive,
www.waybackmachine.org, may allow the resurrection of even outmoded or updated references, for
the determined or those requiring academic completeness

t he chapters

The first two chapters provide some background information. In the first chapter, Stone introduces the
novice reader to clinical Women’s Health. For a reader coming from a non-clinical background, this
chapter will provide a brief overview of the clinical area of women’s health. Clearly, the reader who
already has prior knowledge in this area may find that it is not necessary to read this chapter. Chapter 11
examines the issues around the ethics and medicolegal safety in women’s health informatics. Fade uses
examples to illustrate potential issues and clearly legalities, in particular, institutions will depend on the
overarching national legal framework, though the ethics of women’s health informatics are generally
applicable. If one is planning to use data collected on women, it is imperative that he or she has a clear
understanding of local regulations regarding the individuals’ data.

The next section looks at technologies within women’s health. In Chapter III David Parry addresses
coding and messaging systems — essential for the large-scale use and sharing of information. In Chap-
ter IV Gareth Parry examines the wealth of health informatics as it pertains to the primary healthcare
setting. The primary care physician provides “cradle to grave” care and is the key individual who
coordinates a woman’s care. In an ideal situation he or she will have access to all the woman’s health
data wherever it is recorded. Chapter V examines the concept of the electronic health record and the
holy grail of a parallel “cradle to grave” electronic health record which can be easily accessed by all the
relevant caregivers involved in one woman’s care. One of the many areas where there has been a real
explosion of data storage is imaging technologies. In Chapter VI, Graham Parry describes how images
from radiological tests: primarily ultrasound, are used. He looks at storage, image manipulation, also
covering validity and teaching.

The next section focuses on pregnancy. Pregnancy is a discrete event with a defined end-point. This
makes it ideal for the application of statistical measures. Chapter VII looks at the range of maternity
information that can be gathered, and then examines the definitions which can be applied. Uses for this
information are also included. In Chapter VIII, a team representing the Canadian Perinatal Network
Collaboration, look at the development of perinatal databases and the more complicated challenge of
networking between units. They use their own leading system in British Columbia as an example. Ma-
ternal outcomes are uniquely linked to fetal/neonatal outcomes. Neonatal databases provide the complete
dataset to a pregnancy. In Chapter IX, Battin and the colleagues describe neonatal database development.
The authors are practicing neonataologists in one of the biggest units in Australia and developed their
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own in-house database. In Chapter X, Westgate describes the role of computing to aid decision making
in interpretation of the fetal cardiotocogram (CTG). This provides an eloquent example of how artificial
intelligence can be better than human intelligence. For more background on this refer to Chapter XV.

Gynaecology is the area of medicine concerned with the female reproductive organs and includes
areas as diverse as infertility, delayed puberty, menorhagia, incontinence, and oncology. Cervical cytology
(Pap smear) has been an important medical intervention and has resulted in a reduction in the incidence
of cervical cancer by detecting the pre-malignant state which is easily eradicated before progression to
invasive cervical cancer. However, as any test, cervical cytology readings can be inaccurate where there
is significant human involvement. In Chapter XI, Pantanowitz and the co-atuhors from Baystate, USA,
explore the role of computing to try to reduce error within this important public health area. In Chapter
XII, Elit and the co-authors from Canada, describe the information gathering and storage in women un-
dergoing surgery for ovarian cancer. This is a region-wide system and incorporates elements of Internet
use for data sharing and extensive efforts to use a seamless electronic health record (see Chapter V).
Although a specific area of women’s health is the focus of this chapter, it provides an excellent generic
framework for the development of a regional/countrywide gynecological electronic data storage and
data sharing system.

For the reader who is a clinician, how many times has a patient sat down in your rooms and brought
out a pile of information downloaded from the Internet? This is now a reality and knowledge is available
for all, though the interpretation is often lacking. In the last section of the book, this information “over-
load” and its reasonable management is explored. In Chapter XIII, Abuidhail provides a broad review
of the use of electronic information sources for education and support of women and their caregivers.
This includes telenursing and telehealth. In Chapter X1V, Kirtley (a librarian and information scientist)
provides an extensive review of the available electronic information sources in women'’s health for health
professionals working in the field. In the final chapter, David Parry looks at decision analysis, a system
of helping individuals to make decisions using computer support to make sense of the known possible
outcomes of an intervention.

t he Future

Who would have thought that 20 years ago a device the size of your hand could allow one to talk to a
friend across the other side of the world, check the latest world news, and write, perform analysis, and
submit a paper electronically! We are talking about the latest PDAs of course. The amazing explosion
of computer technology over the last 20 years has been incredible. Now with the technology becoming
smaller and cheaper, further amazing changes are occurring.

In the area of women’s health informatics systems for data storage, image storage, data interpreta-
tion, and analysis are quickly becoming mainstream and commercial rather than home-grown. What is
really lacking is a cohesive approach and universal language to allow large networks to function well.
Only in the area of imaging with the DICOM system has this part way been achieved. In the future,
clinicians will collaborate more, as diseases become rarer and individuals experience less. They will
push for systems which can also collaborate between centers to allow data sharing. Whether this will
happen we will have to wait to see.

Smaller devices mean that data is likely to be collected in a more ubiquitous way in the future with
hopefully better and more extensive data capture. This coupled with cheaper devices will also hope-
fully translate into more use in the resource constrained setting where the majority of maternal deaths
occur.



Xix

conclus lon

Women’s health informatics is now “coming of age”. It is an established area of health informatics and
comprises a broad range of themes. There is currently no other book in this area and the aim of this
publication is to provide interested readers with an insight into women’s health informatics. We are not
providing a comprehensive textbook as the margins of the field are somewhat “fuzzy” and there is no
clinical role for an expert in the whole breadth of the field. Rather, this book provides an introduction
for a new enthusiast, whatever field they come from, and in-depth chapters from leading authors in their
respective fields. Researchers, clinical, and technical workers in this area should find this book a starting
point for future work as well as an accessible introduction to those areas that they may feel uncertain
in or unqualified. It is hoped that future editions will cover exciting and more importantly, clinically
beneficial developments in this area. Change is constant in both women’s health research and IT, and it
is certain that the future developments imagined above will not be complete. The readers of this book
may be those who will make the vision a reality.

Emma Parry
The University of Auckland, New Zealand

David Parry
Auckland University of Technology, New Zealand
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abstract

Improving women’s health is a vital task for the world. The consequences of obstetric and gynecological
disease are serious both for the women involved, their families, and communities. This introductory
chapter introduces the reader to the field of Obstetrics and Gynecology. The continuum of pregnancy from
conception to childbirth, and the postnatal period are discussed. There is coverage of the pathology that
can arise within the female reproductive tract. Data collection and use has a long history in this area.
In order to improve care, evidence-based medicine has been strongly emphasized and women’s health
has often led the way. Audit of practice, governance, and quality reviews are all areas where electronic
information systems are assisting with improvements. Increasing use of e-health technologies are a

major influence on the improvement

Introduct lon

Health informatics in Reproduction has the poten-
tial to provide the tools to lead a new revolution
in the outcomes for women and their babies in
the 21% century.

This may seem a bold statement but for those
working in this field, it is improving outcomes
in Reproductive Health that is the rationale for
striving to use new ways to address health issues
and indeed is the reason for this book.

The later chapters in this book will cover key
topics in detail but the purpose of this chapter is
to provide a context for further discussion and
to challenge readers to consider the future of
reproductive health and how new technologies
may play a part in this future.

Societies tend to take reproduction for granted
until the individual presents with a problem such
as infertility, unwanted pregnancy, a sexually
transmitted disease or symptoms from diseases in
the genital tract. Apart from advances inscience, it
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canbeargued that progress in achieving healthier
outcomes in reproductive health will require so-
cieties to refocus on valuing reproduction .

This includes not only the prevention of dis-
ease but encouraging sexual health, endeavour-
ing to have women entering pregnancy in the
best possible health, safe childbirth and valuing
motherhood and childrearing. Clearly the ramifi-
cations of such statement are huge , but many of
the successes in past improvements in obstetric
outcomes have come as much from changed so-
cial circumstances and education as from strictly
medical advances.

hist or Ical sett Ing
The improvement in maternal mortality in the
western world from the 1900’s has been well
reviewed by Loudon (Loudon, 2000) and illus-
trates the impact of general health measures, new
developments such as the discovery of antibiotics
and the developments in blood transfusion and
inversely, the adverse effects of “obstetric” or
medical interventions in normal childbirth. This
latter is a salutary lesson and the importance of
evidence based practice is discussed later

The general measures built on knowledge
previously acquired such as the description by
Semmelweis in 1847 of puerperal fever and how
its incidence could be reduced by handwashing
saving many lives. Medical advances specifically
in Obstetrics did play arole such as the use of ergot
derivatives to prevent postpartum haemorrhage
that J Chassar Moir pioneered in the 1930’s.

Modern anaesthesia, antibiotics, blood trans-
fusion, discovery of ecbolics, prostaglandins,
structured data collection and audit, evidence
based practice, new contraceptive techniques, safe
abortion and ultrasound have all contributed to a
revolution in the care of women and their babies,
though not in all parts of the world.

An Introduction to Women'’s Health and Informatics

deFining obstetr Ics and

gynecology

The scope of the disciplines being discussed need
to be defined.

Obstetrics and gynecology and more recently
“women’s health” are terms to describe the
science and practice of clinical care in human
reproduction.

A rather narrow view would be that

. Obstetrics-the branch of medicine dealing
with pregnancy, labour, delivery and the
puerperium (the period from birth to the
time when the changes of pregnancy have
resolved- arbitrarily said to be 6 weeks)

. Gynecology-the branch of medicine deal-
ing with diseases of the genital tract in
women

. Women’s health is all this in a modern con-
text which includes the woman and family
ie health is more than just the absence of
disease.

The scope of these labels includes

. Physiology of reproduction

. Maternal fetal medicine

. Antenatal care, labor and birth

. Postnatal care, mother and baby

e Endocrinology of reproduction and the
menstrual cycle

. Infertility - male and female

. Sexuality and womanhood

. Oncology

. Ethics “sociology” legal issues

* and many areas arising from the above
—now beyond the scope of one person-hence
development of “subspecialities”

From this list it is apparent that obstetrics and
gynecology and women’s health has a very wide
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scope because it encompasses everything that is
involved in the human life cycle. It includes all
the normal processes and events around becom-
ing pregnant , having the baby and the “bringing
up”. The modern concepts of the importance of
“startto life” for both the parents and the offspring
include social factors as well as the fetal origins
of adult disease, a new branch of science evolv-
ing from the work of Barker amongst others and
loosely termed the “Barker hypothesis”. A recent
article clearly reviews the hypothesis (de Boo &
Harding, 2006).

It is also apparent from life experience that
the reproductive system does not always function
normally. As described above, gynecology deals
with both the disordered function (dysfunction)
and defined diseases of the reproductive system
in women. In infertility male reproductive dis-
orders may also be managed by gynaecologists
specialising in reproductive endocrinology and
infertility.

Gynecology is the medical discipline which
is involved in congenital abnormalities of the
genital tract, abnormalities of puberty and the
commencement of menstruation, menstrual
disorders, benign and malignant tumours of
the reproductive system, disorders of the lower
urinary tract in women and the climacteric, the
period inawoman’s life as ovarian function ends.
Women’s Health is the part of gynecology dealing
with contraception, sexual health, screening for
genital and sexually transmitted diseases as well
as issues of women’s sexuality, social safety and
domestic violence.

The challenges for modern obstetrics relate
to both the science of the reproductive process
and the social construct of a woman focussed
society whereby appropriate health services are
accessible and equitable to all women. No more
is this illustrated more graphically than in the
tables of lifetime risks of mortality in childbirth
produced by the United Nations. Lack of basic
services, simply trained personnel and unsafe

abortion practices account for the large majority
of deaths in pregnancy and childbirth in the low
resource developing world. Application of con-
temporary knowledge and practices would save
over half a million lives a year.

Reproductionis acomplex process in humans.
In addition to difficulties of giving birth of a large
headed fetus through a curved passage in a small
maternal pelvis due to the erect posture, there are
many aspects of pregnancy and partutrition that
are incompletely understood in this species.

How labour is initiated is not known. Clearly,
ifitwere understood how labour begins, postterm
and preterm pregnancy, both which cause sig-
nificant special problems with adverse outcomes
could potentially be modified with the aims of
birth at normal term which is 37-42 weeks from
the last menstrual period or 35-40 weeks (median
268 days from conception).

One of the commonest complications of
pregnancy is a condition called preeclampsia or
gestational proteinuric hypertension, occurring in
3-5% of first pregnancies to the current relation-
ship. This may lead to fetal growth restriction or
fetal death and serious maternal complications
affecting many organ systems such as the kidney,
brain,blood, liver, necessitating that the pregnancy
needs to be ended for either the benefit of mother
or fetus. The fundamental cause of this condition
is unknown, though it is recognised to be at least
in part a state of intravascular inflammation with
vasoconstriction and characteristic histological
changes in the placental bed.

Perhaps of even greater interest is that it is
not known how the mother even tolerates the
implantation and development of the fetus, who
is genetically different from the mother, for the
9 months of pregnancy yet she would reject the
baby’s tissues after delivery.

Many fetal-neonatal outcomes are similarly
unexplained. The cause of many abnormalities of
fetal structure is unclear. Even more challenging
is the range of neurodevelopmental problems that



children may be found to manifest, such as cerebral
palsy, where in only a small minority of cases is
there a likely aetiological event identified.

A useful way of thinking about fetal abnormali-
ties is to consider the broad groups of causes or
associations. Four simple groups can be defined
which are; genetic, chromosomal, structural and
developmental. The underlying causes for many
of these are not known and some basic causes
can be manifest in different ways by the fetus
newborn or child. Specific testing is available for
some genetic disorders, chromosomal disorders,
structural problems but few if any development
abnormalities.

Examples of genetic disorders which may
be detected before birth include thalassaemia,
haemophilia, cystic fibrosis, muscular dystrophy
amongst others.

Chromosomal problems include Down Syn-
drome (Trisomy 21 ie 3 chromosome number 21
instead of two). Trisomy 13 and 18, but there are
many others.

Structural problems are surprisingly affecting
up to 3-4% of babies, nearly half of these being
heart abnormalities.

“Developmental” problems are such conditions
as cerebral palsy, orthe various learning disorders
and cannot be detected before birth.

There is increasing interest in improving
prenatal screening for and diagnosis of fetal ab-
normalities to enable parents to have information
and options for pregnancy management before the
baby is born. Ultrasound technologies have led
the way in providing a “window” on the fetus but
various measures of fetal and placental substances
such as hormones which are found in the maternal
blood are increasingly being used to aid in the
prediction of fetal normality or fetal welfare.

Ininvestigating the major problems of pregnan-
cy, which are hypertensive diseases, pregnancy
bleeding (antepartum haemorrhage) and fetal
growth and welfare, ultrasound is currently the
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leading modality to enable diagnostic decisions to
be made. A search through the Cochrane library
will show surprisingly few studies on the efficacy
of ultrasound in improving outcomes but in a
number of situations including dating, diagnosing
multiple pregnancies (e.g. twins) and in the use of
Doppler ultrasound for fetal welfare assessment,
it has clearly been shown to be of value.

Gynecology cannot be separated from obstet-
rics for there is great overlap in clinical conditions
between pregnancies and the problems of preg-
nancies such as miscarriages, difficulties getting
pregnant (sub fertility- infertility), although other
areas such as treatment of cancers of the repro-
ductive organs require special knowledge and
skills not used often in Obstetrics. What remains
important is the woman focus. An illustration
of this is the prophylaxis, prevention, screening
and treatments in cervical preinvasive diseases
and invasive cancers in women who may wish to
retain the ability to have children.

Another link between obstetrics and gyne-
cology relates to the impact of both pregnancy
and mode of delivery on pelvic floor function.
Urinary and anal incontinence are both much
more common in women than in men and this
relates principally to the effects of pregnancy and
childbirth (though also the anatomy of the lower
urinary tract is also different in the female from
the male). Whilst urogynecology, which is the
speciality investigating and treating pelvic floor
abnormalities in women is viewed as a gynaeco-
logical discipline, obstetricians are required to be
able to recognise the problems the woman may
present with and also be able to provide primary
treatment at childbirth.

There remain many challenges in women’s
health such as the need for more effective and
easily used contraceptives, the relationship be-
tween reproductive tract cancers and environment
such as obesity and polycystic ovarian syndrome
and genes that predispose to breast, ovarian and
bowel cancer.
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roles oF heal th care
pro Fess lonals In obstetr Ics
and gynecology

Midwives are specialists in normal pregnancy ,
birth and care of women and babies in the period
after birth (called the puerperium). Midwife
traditionally meant “amongst women” and this
describes the important supportive role midwives
have in looking after woman at a very important
and often vulnerable time in their lives. The
International Confederation of Midwives has
defined the roles of midwives in terms of training
and standards which is important as they have a
leading role internationally in the provision of
safe care to mothers. In working with women,
midwives provide the primary care and also
the screening to determine which women have
pregnancy problems that require medical or
specialist care.

The obstetrician/OBGY N is the medical doctor
trained in the management of the complications of
pregnancy and also has the surgical skillsrequired
for the operative deliveries of babies.

Usually an obstetrician is trained as both an
obstetrician and a gynecologist though may later
concentrate on either obstetrics or gynecology.

In some countries, obstetricians may also be
involved in primary maternity care.

General practitioners/primary healthcare
physicians, are medical doctors who are not spe-
cialists in obstetrics but may in some places also
be involved in both primary care and some of the
medical complications of pregnancy but usually
except in remote areas, they are not involved in
the surgical aspects of childbirth.

A gynecologist is a medical doctor who has
been trained in both obstetrics and gynecology.
Gynecology as practised today is both a surgi-
cal and a non surgical (medical) speciality with
a wide scope as described above. Gynecology as
a discipline developed in the Western World in
the late 19" and early 20" century when leaders
in the area such as Marion Sim in the USA and

Victor Bonney in Britain moved the emphasis
away from the pure surgical approach to a more
woman focussed one which led to the development
of the Colleges of Obstetricians and Gynecolo-
gists. The modern gynecologist has as much an
understanding of the endocrinology and physiol-
ogy of reproduction as of the practice of surgical
treatments

Doctors working in women’s health may
be obstetricians and gynecologists, or general
practitioners/ primary healthcare physicians or
may have special interests in sexual health and
contraception.

audlt and Qual Ity

One of the lessons that the discipline of obstetrics
and gynecology is learning from the history of
audit (originally done for maternal and perinatal
mortality) and later the challenges of evidence
based medicine is that new treatments need to
be well assessed before being introduced into
clinical practice.

The risk to the fetus from medications was
illustrated by the problems caused by thalido-
mide.

It took many years for it to be accepted that
anterior (vaginal wall) repair was not an effec-
tive operation for urinary stress incontinence
when compared with the Burch colposuspension
procedure.

Obstetrics and gynecology was one of the first
disciplines to be seriously challenged to defend
its practices and where it could not, design and
complete randomised controlled trials. The great
British epidemiologist, Archie Cochrane had
observed that “It is surely a great criticism of our
profession that we have not organised a critical
summary, by specialty or subspecialty, adapted
periodically, ofall relevant randomised controlled
trials” (Cochrane, 1979). In 1989, Cochrane
described the publication of “Effective Care in
Pregnancy and childbirth” (Chalmers, Enkin, &



Kierse, 1989) as “a real milestone in the history
of randomised trials and in the evaluation of
care”, and suggested that other specialties should
copy the methods used”. This subsequently led
to the formation of the Cochrane collaboration
which now is an internationally accessible elec-
tronic library of randomised trials. (http:/www.
cochrane.org/)

Of great importance and perhaps not even
recognised by the triallists has been that in ad-
dition to the results, the trials themselves have
provoked great discussion.

Seminal trials in obstetrics have included
the Third stage trial (Prendiville, Elbourne, &
McDonald, 2001) for the prevention of primary
postpartum haemorrhage and the electronic fetal
heart rate monitoring trial (Macdonald, Grant,
Sheridan-Pereira, Boylan, & Chalmers, 1985).
Arguably, the most famous randomised trial of
all in obstetrics, and the source of the logo for the
Cochrane collaboration was the trial of the use
of antenatal corticosteroids to prevent respiratory
distress syndrome (Liggins & Howie, 1972) which
was published in 1972, long before the Cochrane
collaboration had been formed.

One of the challenges for the many branches of
gynecology is to emulate obstetrics and complete
more treatment trials before the introduction of
new procedures or medical treatments. The tools
to do this are now available and well assessed.

evidence based pract Ice

The results of treatment trials are increasingly
being collated by interested groups into clinical
guidelines. The professional colleges and nation-
ally supported expert groups have developed many
guidelines for practice with the aim of leading to
evidence based consistent practice.

A list of useful web sites is provided at the
end of this chapter. Such lists are not exhaustive
but provide guidance. Use of these web sites does
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require that the evidence for the guideline is as-
sessed by the reader because not all evidence is of
equal quality and ultimately most guidelines are
a summary expert opinion. Individual practices
may on occasion differ from those recommended
in the guideline and it is acceptable for this to
happen provided that the clinician can defend the
deviation from that which was recommended.

In reading guidelines, the quality of the evi-
dence and the strength of the recommendations
need to be considered. A typical rating system
might be

Quality of evidence:

la. evidence from meta-analysis of randomized
controlled trials

Ib. evidence from at least one randomized
controlled trial

Ila. evidence from at least one well designed
controlled study without randomization

IIb. evidence from at least one other type of well
designed quasi experimental study

III. evidence from well designed non-experi-
mental descriptive studies

IV. evidence from expert committee reports or
opinions or clinical experience

Strength of recommendation:

a. At least one randomized controlled trial as
part of a body of literature of overall good
quality and consistency addressing the spe-
cificrecommendation (levels of evidenceIa,
Ib)

b.  well controlled clinical trials available but
no randomized trials on the topic of the
recommendation ( levels of evidence Ila,
IIb, 111)

c. Evidence from expert committees or
opinions, and/or clinical experience from
respected authorities. This indicates the
absence of applicable clinical studies of
good quality (level of evidence V).
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As guidelines are developed by expert groups,
there will almost always be need to consider a
range of opinions which include the context in
which the guideline was developed and for which
the guideline was intended. An obvious example
would be that guidelines for high and low resource
environments would be expected to differ because
of differing clinical resources and technologies
being available.

use oF e-technolog Iles

With this brief background to encouraging evi-
dence based practice, where could it be expected
that e-technologies might enhance the outcomes
for women given the huge social and scientific
challenges to be surmounted?

The very first question to be addressed is to
define exactly what the question or issue is and
then determine the most appropriate approaches to
reach an answer. This is not to say that the answer
canbe preempted, for the outcome of true research
can not predicted for the obvious reason that if it
could, there would be little point in proceeding
with theresearch. E-technology by its very nature
has the potential to provide both the answer and
/or the means to getting the answer.

Example 1.

A number of examples directly applicable to
obstetrics and gynecology could be envisaged
and are listed below. As contrasted with some of
the “high tech” branches of medicine for example
complex surgery, internationally, the practice
of obstetrics and gynecology often occurs in
remote and low technology environments where
communication and transport are major factors
to be considered. It is in these very settings that
electronic technologies would be expected to play
an increasing role in these examples.

governance and standards

oF pract Ice

Obstetrics, gynecology and women’s health is a
branch of health care involving nursing, midwifery
and medicine, which lends itself to guidelines,
protocols and clinical systems. This is because
much of scope of practice in reproduction involves
normal processes such as birth or screening for
disease and disease prevention. The traditional
disease model of health care only applies to a
small part of the whole such as in reproductive
tract cancers. This means thatreproductive health
care does fit well with a systems approach to
providing health care.

Teaching and learning
Communication

Clinical practice

Screening

Quality Improvement
Decision making

web based learning access to information and teachers

clinical conferencing, imaging
Electronic retrieval of results
structured care,eg risk assessment algorithms
guidelines development
Access to guidelines/protocols
robotic surgery

Fetal monitoring

clinical service

Audit of screening programmes
institution of quality cycle
decision analysis




Any system of health care provision requires
governance and clinical governance may be
defined as:

“aframework throughwhich organisationsare ac-
countable for continuously improving the quality
of their services and safeguarding high standards
of care by creating an environment inwhich excel-
lence in clinical care will flourish”.(http://www.
rcog.org.uk/index.asp?Pagel D=75)

The Royal College of Obstetricians and Gyn-
aecologists (RCOG) has identified three groups
of standards of good medical practice under
the categories of professional, institutional and
training. The RCOG statements and guidelines
on governance and clinical standards provide a
basis for the organization of care provision and
the standards that should be aimed for. Whilst
these were developed with in a British context,
the principles are applicable generally. Well
designed, accessible care, which is receptive to
the needs of the women and families who are the
“customers” is vital in obstetrics and gynecology.
Outcomes are poor where women do not have
access to care at all or where the care is deemed
to be substandard for reasons as defined by the
groupings above.

Theleading cause of poor outcomes for women
internationally is discrimination against women,
recognized very early in the development of
the United Nations and the history and current
progress of the Convention on the Elimination of
All forms of Discrimination against Women is
available for all toread athttp:/www.un.org/wom-
enwatch/daw/cedaw/ All health services need to
have standards and a system of governance which
could be compared with standards available such
as those from the United Kingdom.

The purpose of audit of outcomes and com-
parison with accepted standards, a process termed
quality improvement, is to educate and enhance
outcomes for individuals and the health care sys-
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tem as a whole. A very effective quality improve-
ment process for obstetricians and gynecologists,
but applicable for generally is illustrated on the
RANZCOG website at http:/www.ranzcog.edu.
au/fellows/pdfs/prcrm/Quality _cycle 050628.
pdf.

Understanding this process permits both small
and large quality improvement projects to be done
and can be an effective audit tool.

Healthy outcomes of mother and fetus-neonate
are obviously the aim and hope for every pregnant
woman and her family. Unfortunately for biologi-
cal as well as health care reasons this aim is not
always achieved. Auditing the outcomes of moth-
ers and babies has been a very important indica-
tor of maternity health and many countries have
detailed and often high quality reporting systems
to document maternal and perinatal mortality and
increasingly morbidity as indicators of quality.
The reports produced by such audit systems are
generally privileged, that is can not be used as
legal evidence, and serve to educate and effect
change with the intention of improving care. Great
Britain has one of the most comprehensive and
longest established systems now called the Con-
fidential Enquiry into Maternal and Child Health
(CEMACH) http://www.cemach.org.uk/.

The CEMACH Report ““Saving Mothers Lives:
reviewing maternal deaths to make motherhood
safer (2003 — 2005)” is made accessible through
a number of sites including http://www.rcog.
org.uk.

The RCOG summary of the report stated

“Direct causes (deaths by pregnancy or birth)

. Thromboembolism

. Sepsis

. Pre-eclampsia

*  Amniotic fluid embolism

There was a decline in deaths from haemor-
rhage, anaesthesia and uterine trauma.
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Indirect causes (deaths from pre-existing or
new medical or mental conditions aggravated
by pregnancy)

. Heart disease (there is a growing incidence
of heart disease caused by poor dieting,
smoking, alcohol consumption and obe-

sity)

The report also identifies the risk factors for
maternal deaths. The links between vulnerabil-
ity and social exclusion and adverse pregnancy
outcomes are once again drawn. A major reason
such women are more at-risk is because many do
not seek antenatal care or stay in regular contact
with maternity services. The range of complex
non-medical problems which these women are
subject to include domestic abuse (14%) and
substance abuse (11%). The children of vulnerable
women were also reported to have a higher risk
of death or morbidity. There is therefore a need
for medical and social support to be provided to
these women and their children.

The report identifies avoidable factors which
led to the deaths in most cases. These include a
lack of cross-disciplinary team or inter-agency
working, communication problems and lack of
senior staff presence in the labor ward.”

This report highlights some of the emerging
trends that will challenge obstetrics in the future
such as obesity, drug dependence which includes
smoking and alcohol and other “avoidable” factors
which may relate to the woman’s social circum-
stances amongst other reasons. Previous reports
and other discussion have identified the risks of
the increasingly high caesarean section birthrates
in many parts of the world and the implications
of that for future pregnancy.

The information contained in clinical reports,
which is increasingly available on line, can guide
practice improvements all around the world. One
of the limitations currently of electronic media
remains accessibility both due to dissemination,

thatis coverage ofthe networks and the restrictions
of data handling caused by small slow internet
connections. In many parts of the world such as
the Pacific, e-mail and other electronic forms of
data transfer can only be completed at very slow
speeds such that large data files simply cannot be
accessed. This has limited the ability to use the
internet both for communication and as a teach-
ing and learning tool. The lesson from this is that
the implementation of “e-technologies” requires
knowledge of local facilities if novel solutions to
improve health outcomes are to be used.

In an
env Ironment

t he Future
e-t echnology

Predicting the future shape of the traditional dis-
cipline of obstetrics and gynecology would seem
to be almost an impossible or at least an unwise
exercise, but research directions do inform likely
directions. What then are possible future trends
in obstetrics that new technologies can materially
enhance? In the developed world with increas-
ingly demanding expectations and at the same
time increasingly rigorous economic demands
for effective and efficient health care, risk evalu-
ation and care tailored to assessed risk is likely to
guide antenatal care. Risk factor analysis and in-
dividualizing care perhaps using neural networks
to categorise patients is a distinct way forward
in pregnancy management. In the developing or
low resource environment, where the low risk
die due to lack of basic services, structured care
and protocols administered by trained health care
personnel rather than traditional birth attendants
would appear to be the way that maternal and
perinatal mortality will be reduced and in some
settings this is already happening.

In gynecology, almost anything imagined
from dissemination of protocols to remote robotic
surgery is feasible. In both obstetrics and gyne-
cology there is increasing emphasis on screening
and disease prevention and in women’s health,



screening, contraception, safe sexual practices are
all activities which are occurring in the primary
care community rather than in hospital and an e
technology environment facilitates all aspects of
these services to women.

Underpinning all the advances will be en-
hanced audit and quality improvement as well as
evidence based practice and research led teach-
ing training and clinical work. Use of all forms
of electronic media in e-learning and in clinical
medicine needs audit to ensure that the technolo-
gies being proposed best suit the applications for
which they are being used. Electronic storage and
retrieval not only will permit better data review
and audit but will also facilitate clinical research
by identifying important trends and focusing
investigations appropriately.

Whilst no technology is a substitute for sound
clinical practice, this introduction and the remain-
ing chapters will illustrate how widely e technolo-
gies canplay animportant partin Women’s Health
and can improve outcomes in all settings but in
different ways depending on the situation.
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Key terms

Antenatal: Strictly defined means before the
birth, but is taken to include the period from the
confirmation of the pregnancy until the com-
mencement of labor.
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Antepartum Hemorrhage: Any bleeding
from the genital tract after the gestation at which
birthbecomesrecorded instead of miscarriage up
until labor begins. Bleeding before this period
is a form of miscarriage such as “threatened”
miscarriage

Chromosome: The structures which hold the
genes. The genes are the “goods” in the “suitcase”,
the chromosome is the suitcase. Humans have 23
pairs of chromosomes, that is 46 chromosomes,
23 from the mother and 23 from the father. The
father provides the Y chromosome in the male
fetus.

Ecbolic: A medication or drug which causes
the uterus (womb) to contract (squeeze down)
after the birth and delivery of the placenta. Such
drugs reduce the blood loss following birth and
thereby reduce postpartum hemorrhage.

Ectopic Pregnancy: A pregnancy which has
implanted in any place except the uterine cavity.
Most commonly, such pregnancies implant in the
Fallopian tubes, which carry the fertilized egg
from the area of fertilization at ovarian end of the
tube to the uterus. Rarely the ectopic pregnancy
may implant in other places such as the ovary, the
pelvic cavity or on other abdominal organs.

Doppler Ultrasound (in Obstetrics): The
use of spectral analysis of the Doppler shift ob-
tained from blood flow in the fetal circulation to

describe placenta vascular resistance or cerebral
blood flow.

Infertility: Defined as inability to achieve a
pregnancy after one year of unprotected sexual
intercourse; a condition that may affectup to 1 in
5 couples at some stage in their relationship.

Embryo: The early baby up until 8 weeks from
the last menstrual period ( on a 28 day menstrual
cycle) or 6 weeks from conception.

Fetus: The baby from the end of the embryonic
period until birth.

Gene: The code of life, the code for the cell to
manufacture proteins and other substances neces-
sary for cellular function. There are around 20,000
genes in the human genetic code or genome.

Incontinence: The involuntary loss or passage
of urine or flatus or faeces from the body

There are typically two main types of urinary
incontinence:

. stress, which tends to have an anatomical
basis due to changes in the bladder supports
and the pelvic floor due to both pregnancy
and childbirth

e urge incontinence which is usually due to
an uncontrolled desire to pass urine due to
an overactive or “irritable” bladder

Involution: The return of the reproductive
organs and the genital tractto anon pregnant state
after birth. Certain changes such as the shape of
the cervix and the pigment around the nipple of
the breast are usually permanent.

Labour: The process of changes in the genital
tract and specifically the uterine contractions
which lead to the expulsion of the conceptus (
baby-fetus and “afterbirth” — placenta)from the
mother.

Menopause: Strictly the time when the woman
cease to have periods, i.e., menstruation. Loosely
used to describe the period of time that not only
the periods become infrequent and stop but also
the woman has other changes due to reducing
ovarian hormones as the ovaries no longer produce
eggs each month. The time over which the woman
undergoes the many changes related to ovarian
failure including changes in mood, sleep, bone
and other tissues is termed the climacteric.

Miscarriage: (no longer called spontaneous
abortion as abortion has come to imply induced
abortion or termination of pregnancy) Is when
the early pregnancy fails to continue to grow and
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develop after implantation and /or after a positive
pregnancy test.

. There are a number of forms of miscarriage
ranging from loss of a very early pregnancy
detected only by a positive pregnancy test
but where an intrauterine pregnancy is never
seen through to a fully formed embryo of fe-
tus, which dies in the uterus and may or may
not spontaneously miscarry. Miscarriage
initially referred to the actual passage of
the early pregnancy from the uterus through
the genital tract and was accompanied by
vaginal bleeding and cramping pains. With
the advent of modern pregnancy tests and
ultrasound scans, pregnancies are diagnosed
much earlier hence the different categories
of miscarriage nowadays.

. There are varying definitions in terms of the
length of a pregnancy at which death of the
pregnancy and passage of the pregnancy tis-
sue is termed a miscarriage. Most countires
in the Western world have a definition of
a miscarriage which includes pregnancies
up to 20 weeks (New Zealand, or 24 weeks
United Kingdom for example) after which
the passage of the fetus is recorded as a
birth.

Parturition: The process of giving birth. Par-
ity is the number of episodes of parturition.

Preeclampsia: Strictly means the condition
which precedes eclampsia which is derived from
the Greek and means a generalized convulsion
related to the condition preeclampsia.

Preeclampsia is a multiorgan or multi system
disorder unique to pregnancy (and for practical
purposes unique to humans) which leads to gener-
alised vasoconstriction and organ damage usually

12

An Introduction to Women'’s Health and Informatics

temporary. The cause isunknown butis associated
with intravascular inflammation. The woman may
present with high blood pressure (hypertension)
protein in the urine (proteinuria) abnormal blood
tests such as liver functions , kidney functions
or clotting test abnormalities. There may also be
fetal problems such as poor fetal growth. Often
early delivery is needed as ending the pregnancy
is currently the only true “cure”.

Prostaglandins: Natural and synthetic hor-
mones based on a fatty acid structure . These
are potent causes of changes in the tissues in the
genital tract. They cause softening of the cervix
and uterine contractions. Synthetic analogues are
used to induce labor, cause medical abortion and
treat postpartum hemorrhage.

Pueperium (puerperal): The period of time
from the birth (including delivery of the placenta)
until involution has taken place. Typically taken
as 6 weeks as this is when the first menstruation
will occur if the woman is not breastfeeding.

Postpartum Haemorrhage: Bleeding, after
delivery, from the uterus (or the genital tract)
of 500mls or in severe postpartum hemorrhage
1,000mls or more. The leading cause of maternal
death worldwide.

Stillbirth: This is the birth of a baby which
has died in the uterus (womb). Such births are
recorded at differing gestational ages in different
countries, so itis important to be aware of national
definitions of stillbirth when attempting interna-
tional comparisons. Forexample, in New Zealand
a stillbirth is recorded after 20 completed weeks
of pregnancy or at a weight of 401 grams if the
gestation is unknown. In Australia, the definition
is 22 weeks or 500grams and in Britain it is 24
weeks. Clearly, New Zealand has a higher stillbirth
rate simply because of a different definition than
other countries.
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abstract

Principlism (derived from common sense morality) is the most common theory used within the health-
care sphere. The elements of this theory are explored and discussed in context. A theoretical woman
presenting in pregnancy is used to identify issues which can arise and explore the potential conflicts.
In the second half of the chapter, health informatics and the law are discussed. Issues such as consent,
confidentiality, privacy, and human rights are discussed in general. Legislation in the United Kingdom,
United States, Canada, Australia, and New Zealand are discussed in detail.

Introduct lon

Theincreasing sophistication of health informatics
has brought significant benefits to women’s health
but the increasing storage and use of confidential
data has brought new ethical dilemmas. On first
glance it seems unlikely that data can have amoral
dimension but the way that datais collected, stored
and used does. Fundamental questions like: “Do
patients need to know that we are collecting data
about them?”, “Who does the data belong to?”
and “Who decides to what uses we can put that

data?” all need to be addressed. Information
and information technology are central to the
overall goal of healthcare- to promote health, but
the information we use has significant medical,
personal, and social implications for our patients
and therefore we must find a moral justification
for collecting storing and using it.

We start with a sentence or two about
rights because they are the currency of the day.
We then follow with a brief introduction to a
number of important theories of ethics and a de-
scription of an approach to medical ethics called

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.



‘Principlism’(Beachamp & Childress,2001)which
we will use to analyse the kind of ethical dilemmas
which may arise in the area of health informatics
and women’s health. You will not find absolute
answers to all the questions you might have — that
is not the nature of ethics. But this chapter should
provide you with an understanding of the basic
principles of medical ethics and how they can be
used to help you find the best answer.

The law in each country is different and
therefore this chapter cannot hope to cover all
aspects relevant to all readers. However the ma-
jor case law and statute law within the Common
Law Jurisdictions of the UK, USA, Canada and
Australia will be covered as well as the European
Convention on Human Rights.

human rl ghts and
heal thcare

Man lives in society and therefore must live by
rules established for the good of society. To pro-
tect individuals within society they are entitled
to certain rights. Rights usually entail reciprocal
obligations from the State.

A number of rights have been declared uni-
versal human rights by the United Nations, in
Europe they appear in statute as The Human
Rights Act. Generally these rights are negative
i.e. rights of non interference e.g., Article 2 the
right to life. Article 2 does not establish a right
to limitless health resources to prolong life but
does establish that every human being has a right
not to be killed (unless sanctioned by the law of
the country).

The problem is that more and more often in-
dividuals couch their rights in a positive way — to
demand action from the State. Such rights only
have moral force ifthe reciprocal moral obligation
on the State also has moral force. An individual
cannot claim a positive right unless every other
member of society is also entitled to the same
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right. So an appeal to rights does not always
help us establish our obligations as healthcare
practitioners. A patient may say “I have a right
to know” but that does not necessarily translate
into a duty to tell.

The individual who claims rights must also
claim his obligations (e.g., to pay his taxes and
obey laws). Within the therapeutic relationship
the patient has certain moral rights: to be treated
fairly and compassionately, but also hasreciprocal
obligations: to be honest with healthcare providers
and not putting others in danger. It can also be
argued thatbeing inreceipt ofhealthcare entails an
obligation to help advance the science of medicine
in order for it to benefit others.

med Ical eth Ics

Ethics is the branch of philosophy dealing with
morality and medical ethics is that branch of eth-
ics which deals with healthcare. Four of the most
influential ethical theories are: deontology (which
deals with duties), consequentialism (which deals
in outcomes), virtue ethics (which concentrates
on moral character) and feminist ethics (which
puts all of the above into the context of caring
compassion and relationships).

deontology

Deontology has its roots in the Judaeo-Chris-
tian tradition but was given a basis in reason by
Immanuel Kant. Kant believed that morality
could be explained by one overarching absolute
rational principle which he called the ‘categorical
imperative’ (Kant, 1785). Deontologists argue
that morality may be completely explained by
duty. A duty is a rule to guide action. A simple
example would be the duty to always tell the truth.
Generally speaking many people would agree
that telling the truth is the right thing to do. Yet,
it is possible to think of a scenario where telling
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the truth would cause harm e.g. if a violent man
demands to know the whereabouts of his wife
and children who are in hiding. Hence we see that
duties as moral guides may conflict and therefore
cannot be absolute.

consequentialism

In contrast Consequentialists argue that duty
is irrelevant because morality is located in the
outcome of an action. Probably the best known
Consequentialist was Jeremy Bentham who pro-
posed ‘the principle of utility’(Bentham, 1789).
Every action, he claimed, should be judged,
according to how much it promotes happiness
— ‘the greatest happiness of the greatest number’.
John Stuart Mills (Mills, 1861) refined the theory
to include more than just happiness in the util-
ity calculus; he described human flourishing as
the goal of utilitarianism. The main criticism of
Consequentialism is that it takes no account of
the moral character of the action and therefore
may lead to some very counter intuitive results.
For example; if a patient is ill and suffering and
asks for help to end their life the right course of
action, if you are a Consequentialist is to help
them to die (in fact it would be morally wrong
not to kill the patient) because death will end to
their suffering.

We expectthe state and government to treat us
all equally and therefore consequences often seem
to acquire more moral force when more people
are involved. Duties are important as guides for
individuals butonapopulation basis utilitarian ar-
guments are much more significant. For example
the duty not to kill has less moral force the more
lives are at stake (Smart & Williams, 1973). And,
when a Government considers whether or not to
fund health prevention programmes or expensive
cancer drugs it must consider the overall health
benefits of each alternative course of action.

virtue ethics

But, any conception of morality seems empty
withoutadescription of moral character. Aristotle
(Aristotle, 350 B.C.) first expounded the idea of
virtue. For Aristotle virtue was midway between
two extremes of action and inaction e.g. courage
is the mean between cowardice and recklessness.
In order to decide rationally what is the virtuous
action the agent must use reason. Virtue ethics
has been updated since Aristotle (Maclntyre,
1985) but a major problem remains - it does not
provide answers to moral questions. However,
the idea that professionals should cultivate certain
character traits - integrity, compassion, veracity,
wisdom and fidelity is powerful. Professionals
have knowledge which their clients or patients do
not have; therefore the relationship is unequal and
must be governed by certain rules of conduct and
behaviour which we call professional ethics.

t he Feminist ethic of c are

To treat all men equally is a fundamental rule of
egalitarian society but when it comes down to the
individual it is uncomfortable to believe that we
should not show preference for our loved ones.
Traditional moral theory has concentrated on
universal moral principles which apply equally to
all moral agents but it is unrealistic to expect an
individual not to take more account of his own or
his family’s happiness and wellbeing when decid-
ing on the right course of action. This partiality
that humans have for family, friends, themselves
and members of their social group is addressed
by the feminist ethic of care theory, which argues
that rationality alone cannot adequately explain
or guide our actions, and that caring, compassion
and relationships must be taken into account in
moral decision making (Tong, 1998). Humanslive
in social groups and show partiality for family
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and friends. Ifthis did not happen society would
disintegrate and therefore moral theory must take
account of this reality.

principlism

Common sense morality (i.e. moral intuition)
which takes a little from every theory mixed in
with cultural and religious factors may be good
enough to guide an individual through mostethical
dilemmas. However when moral intuition does
not give an acceptable answer some kind of struc-
ture is necessary to understand what is morally
important in one situation and link it to another
situation. There are various ways in which this
can be done but since no single theory of morality
seems adequate to the task [ am instead going
to use the ‘Principlism’ approach of Beachamp
and Childress (Beachamp & Childress, 2001) to
examine a few of the ethical dilemmas posed by
health informatics in women’s health.

Principlism is not a theory of ethics; it is a
form of applied ethics derived from common
morality which gives us a structure to look at
real problems, to identify the morally significant
factors and to weigh up the pros and cons of
various options. It allows us to take into account
duties and consequences and also individual and
relationship factors which play a part in real life
moral dilemmas. Principlism is not without its
critics; it is argued that the principles are too
broad to provide any real guidance and that they
can be used to justify any conclusion. Beachamp
and Childress counter this by arguing that the
principles take moral shape though specification;
a process by which moral rules are formed to
create a coherent moral universe. Although not
a comprehensive moral theory (but then no one
theory seems to provide all our answers anyway),
Principlism is nonetheless a useful tool to use to
work through moral dilemmas

First we need to explore the principles and
understand how they should be applied. Central
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to this approach to medical ethics is the idea
of professionalism or professional virtues. The
principles in themselves have no guiding force
unless interpreted with wisdom, compassion and
integrity. Nor are they understandable unless
we have a belief in our professional duty to our
patients. Central to the therapeutic relationship
are veracity (truth telling) trust (confidentiality),
and fidelity (loyalty). The four principles are:
respect for autonomy, justice, nonmaleficence and
beneficence. Thereisnoranking ofthe principles;
they have equal moral status.

r espect For aut onomy

Autonomy essentially means self rule. Thisisa
fundamental tenet of western society —that man
is free to pursue his own goals, to live his life as
he chooses and to have jurisdiction over his own
body. It does not mean merely freedom or liberty;
it also means the exercise of reason and choice.
However our autonomy is limited everyday — we
limit it ourselves by making foolish decisions
(e.g. when drunk), it is limited by society for our
protection (e.g. wearing seatbelts) and itis limited
by society for the protection of others (e.g. the
criminal justice system).

Within the sphere of medicine we show respect
for autonomy by involving patients in decision-
making, this means telling the truth and giving
them the information necessary to make informed
choices. Autonomy is not absolute; patients can-
not demand healthcare which is not clinically
indicated. However, they can refuse healthcare
and are free to make (what we may consider to
be) unwise or foolish decisions.

Justice

There are three components to justice in medical
ethics: lawfulness, rights and fairness.
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1.  Lawfulness. Professional ethics requires
all healthcare professionals to act within
the law.

2. Rights. Certain rights are believed to be
universal (e.g. the right to life), while oth-
ers vary dependant on social and cultural
environments (e.g. privacy laws in different
countries). Most individuals attach signifi-
cant moral force to the concept of rights but
in general rights only have anegative value (a
right to non interference) and do not impose
a positive duty on another (person, persons
or profession) or on the state to provide help
or resources. The right to healthcare is not
universal and not unfettered even where
healthcare is free at point of need.

3.  Fairness. When considering any ethical
dilemmathe notion of fairness demands that
the healthcare professional give thought to
the interests of society in general and other
individuals in particular (if those other
individuals are intimately involved in the
situation). Generally, these interests will
be outweighed by the professional’s duty of
care to their patient but they are an important
consideration particularly in public health
policy and where other person(s) are at risk
of significant harm through the action or
inaction of the patient. Further whenever we
use healthcare resources we must consider
how our practice impacts on the whole health
economy.

Bene.cence

Our primary motivation as healthcare profession-
als is ‘the good’ or ‘the benefit’ of our patients.
However it cannot be the only principle governing
ouractions. Inthe pastdoctors have beenaccused
of paternalism; of considering they always knew
what was best for the patient. But, what we con-
sider to be good for the patient may not be what
the patient considers to be in their best interests.

So, beneficence has to be constrained by respect
for autonomy which can only be achieved by
involving patients as fully as possible in medical
decisionmaking. Beneficence for our patient must
also be balanced against the interests of society.
If doing good for our patient will cause harm to
others (direct or indirect) this must be taken into
account in deciding the correct course of action.
Beneficence also includes a consideration of the
wider good — it can be argued that the benefit to
society of increasing medical knowledge or im-
proving medical practice morally outweighs the
loss of privacy of the individual when their health
information is used for audit or research.

Nonmaleficence

Nonmaleficence is the obligation not to cause
harm. The obligation not to cause harm is gener-
ally considered more stringent than the obligation
to help prevent harm but healthcare professionals
have alegal and ethical duty of care to their patients
which includes not causing and preventing harm.
To do no harm has equal but not more moral force
thanbeneficence. Often the treatment we prescribe
has harmful effects as well as benefits. Although
statistically the benefits outweigh the harms, for
the individual concerned we do not know which
will predominate. Only the fully informed patient
can decide if the benefits outweigh the harms of
the treatment. Each individual will have differ-
ent priorities and may weigh up the facts differ-
ently. Beneficence to our patient may also need
to be balanced against nonmaleficence to other
patient(s):- If treating our patient and respecting
their confidentiality will cause harm to another
person(s) then the benefit to our patient has to be
weighed against the harm to the other person(s).
If the harm outweighs the benefit then the duty
of confidentiality may have to be broken.

To highlight a number of the ethical dilemmas
around consent, confidentiality and ownership
of data in health informatics we are going to
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consider what issues might come up during an
antenatal clinic visit. Our hypothetical patient is
called Susan.

consent and data collect lon
Susan a 35 year old pregnant female attends her
first antenatal clinic. The doctor tells her he is
going to take some blood for some routine tests
and asks Susan if she would like an HIV test.
Susan asks why she needs to be tested; she does
not consider herself to be at risk of HIV. The
doctor explains that HIV screening is offered to
all women in pregnancy.

HIV screening is now offered to all pregnant
women in many countries. This is because re-
search has shown the potential health benefits
of screening to both the mother and child. The
research involved unlinked anonymous testing
of antenatal women in the 1990’s (Nicoll et al.,
1994) using blood from routine antenatal blood
tests to ascertain the prevalence of HIV in preg-
nant women. The women were not consented
or told that their blood would be tested for HIV.
The data was stored anonymously, women and
their caregivers had no access to the data, and
the data was unlinked, so even if access had been
permitted no individual would have been able to
get their result. Cases of HIV were diagnosed but
not assigned to an individual. The rationale for
this approach was that information was needed
onprevalence to calculate the cost benefitanalysis
of routine screening.

Screening programmes are public health pro-
grammes; their ethical justification is the overall
health benefit to the community. In orderto justify
a screening programme for HIV in pregnancy
certain criteria must be met:

1. The screening test must be sufficiently
sensitive and specific;

2. Effective treatment must be available;

3. Screening must be cost effective.
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In order to ethically justify unlinked anony-
mous testing we must be satisfied that the moral
significance of the loss of autonomy of the individ-
ual is insignificant compared to the potential ben-
efits to the community of the knowledge gained.
Thereisno benefitaccrued by the individual taking
part in anonymous unlinked screening, and there
is no physical harm as long as there is genuine
doubtasto the benefits of screening. However, the
issue of harm is more complex; individual liberty
is compromised every time something is done to
us without our permission even if we are unaware
of it. Our privacy is compromised if data is col-
lected about us. This deprivation of privacy can
only be justified if the overall benefit to society
(justice) significantly outweighs the harm to the
individual. Clearly this argument is only valid if
testing is anonymous, unlinked, and solely for the
purpose of determining whether a benefit exists.
It would not be ethically justifiable to hold data
about an individual which significantly affected
their health and not tell them about it under any
other circumstances.

HIV infection is a diagnosis with enormous
social and health implications. However the medi-
cal justification for testing is strong: If a woman
is HIV positive the chance of passing HIV to her
foetus is up to 30% without intervention but with
intervention itmay bereducedto 1% (Giles, Mijch,
Garland, Grover, & Hellard, 2004). Because the
benefits of treating women in pregnancy are now
well established routine screening is offered to
all pregnant women in most countries. Specific
consent is required for HIV testing because of
the social implications of a positive diagnosis.
The significance attached to consent correlates
to the seriousness of the decision the patient must
make. In contrast the assumption of consent is
made for certain other tests, including hepatitis
B and syphilis, both of which have serious health
implications but less social stigma attached to
them. The logic of implicit consent lies in the
reasonable expectations of a pregnant woman
seeking healthcare; to protect herself and her
baby from harm.
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Consent is important because it is a way of
showing respect for the patient’s autonomy. In-
formed consent requires the patient to be given
all the information they require, in a way they
can understand and must be free from undue
influence from third parties. Sometimes this can
be extremely challenging if the woman does not
speak English or comes from a male dominated
culture. It may be the issue cannot be raised on
the first antenatal visit and it may be that novel
ways of imparting information and communicat-
ing confidentially need to be devised. The chal-
lenge is to show respect for your patient and their
culture, whilst at the same time endeavouring to
maximise the chances of a successful pregnancy
(beneficence). It may be that getting an HIV test
islessimportantthan gaining the trust of the preg-
nant woman and her family so that they maintain
contact with healthcare services throughout the
pregnancy (nonmaleficence).

Appropriate consent for an HIV test must in-
clude an explanation of why the test is necessary
and what the implications of a positive result are
for the patient, her unborn baby and any sexual
partners. When Susan is consented for an HIV
test she should be also reassured that her test re-
sult will remain secure and confidential. Health
information such as HIV status is particularly
sensitive and must therefore be treated and stored
with extra vigilance. Specific consent also needs
to be granted by the patient before sharing this
information with others including other health-
care providers. Sharing of patient data for the
purposes of patient care is often routine — the
potential benefits to the patient greatly outweigh
any possible harm but, where the information is
particularly sensitive, explicit consent should be
sought (see below) because the risk of harm to
the patient from unauthorised access to this data
is much greater.

data storage

The doctor then asks Susan if she has had any
previous pregnancies or any other significant past
medical problems. Susan tells the doctor she had
an abortion age 16 but asks him not to document
this in the antenatal notes because her family and
partner are not aware of the abortion.

Information taken from a patient in the course
of a consultation is routinely documented in the
healthcare record. In general consent to record-
ing of information is implied by consent to the
consultation. Often antenatal notes are held by
the patient. Other information e.g., blood tests
results and x-rays may be available on hospital IT
systems. All of this data must be stored securely
and treated confidentially because confidentiality
is central to the therapeutic relationship between
patientand healthcare provider. Patients will only
tell us all we need to know about them ifthey trust
us and we promote their trust by keeping their
confidences. So we see the duty of confidence
is derived from the principle of beneficence- in
order to act in the patient’s best interests we must
respect their confidentiality. Patient information
should only be shared within the healthcare team
where it is necessary to do so for the healthcare
needs of the patient. Electronic storage must be
password protected with different levels ofaccess
depending on professional need.

Some information is considered to be especial-
ly sensitive (e.g., HIV status, sexually transmitted
diseases and psychiatric notes). This information
is often held separately from the patient record to
ensure confidentiality. This can have significant
implications for the healthcare team which may
not have all the relevant healthcare information
they require to make the right clinical decisions.
For example data on termination of pregnancies
(TOP)is considered sensitive and is usually stored
separately from the rest ofthe healthcare record to
ensure patients’ privacy. This data is therefore not
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available automatically to the doctor in antenatal
clinic. This information is important because
previous TOP increases the risk of preterm labour.
Women often attend antenatal clinic with their
current partner and may be reticent to discuss
previous terminations or may not see them as
relevant to the current pregnancy.

There is a tension between doing what we
consider best (beneficence) for our patient
(which relies on having available all the relevant
information) and respecting their privacy. Even
inadvertent loss of privacy by allowing sensitive
informationto be available in the healthcare record
where others can see it may have catastrophic
personal consequences for the patient (e.g. if a
partner finds out about a previous termination of
pregnancy) and significant implications for the
therapeutic relationship. Ifthere is a loss of trust
the patient may decide not to access healthcare in
the future or may choose not to be honest about
their medical history, both of which may compro-
mise their future health (nonmaleficence).

Onbalance itis better to encourage communi-
cation in a safe environment where the patient can
be open about their medical history rather than
risk the confidentiality of sensitive information
by making it more widely available. It would
be prudent to reassure Susan that information
about her TOP will not appear on her healthcare
record nor will it be divulged to anyone outside
the healthcare team.

sharing data

Susan notices a poster on the wall of the antenatal
clinic which advises that anonymized patient data
may be used for audit and clinical governance
purposes. However, she is not told that details
of her age and pregnancy are being logged for
a prospective audit of hysterectomy rates in the
hospital.

Data which is recorded for one reason is often
used for another. All healthcare institutions have
a duty to promote best practice and clinical ex-
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cellence. This can only be done by using patient
information to measure actual practice against
gold standards. Patients are often unaware that
data about them will be used for this purpose.
Research in the UK into patients” knowledge of
how their data is used and attitudes towards use
of their data showed that most were comfortable
with health professionals having access to their
data but felt that information used for purposes
other than healthcare should be anonymized
(NHS Information Authority, The Consumers
association, & Health Which, 2002). Interestingly
patients are generally more concerned about who
uses their data rather than what it is used for:
patients trust health professionals to treat their
data confidentially but are less trusting of clerical
workers,administrators and managers (Whiddett,
Hunter, Engelbrecht, & Handy, 2006).

Consent for this sharing of data is generally
regarded as implicit to the provision of healthcare,
but the justification for considering it to be so
is not clear. Patients generally understand that
we do tests to find out what is wrong with them
therefore we do not need to ask for specific con-
sent for all tests. However, since it is clear that
patients are not always aware that information
about them (their information) will be used for
purposes other than their healthcare, respect for
our patients’ autonomy suggests we should ask
their permission to use their data.

The ethical issues become clearer if we use the
principles: First, nonmaleficence. — No harm is
done to the individual by using their anonymized
data as long as it is only used for the advancement
of healthcare. Second, beneficence. — The patient
has nothing to gain directly from the use of their
data but they do gain (better healthcare) from the
use of patients’ data in audit and research. Third,
justice.— As we said earlier individuals have rights
(e.g. the right to receive healthcare) and obliga-
tions, one of which could be a duty to promote
the advancement/ improvement of healthcare by
allowing their data to be used for this purpose.
Sharing of data could be seen as part of an implicit



Women'’s Health Informatics

therapeutic bargain that patients make when they
access healthcare. Finally, autonomy. — Respect
for our patients’ right to self determination sug-
gests we should ask their permission to use their
data. Autonomy does not automatically trump
the other principles but our previous discussions
on autonomy have demonstrated the importance
of consent.

The use of Susan’s anonymized data for audit
and research is ethically justifiable but she should
be informed that information about her pregnancy
may be used for these purposes. It is unclear
whether patients read posters but the empirical
evidence suggests many patients are not aware of
how their data is stored and used. If extra data
(not required for the purposes of her healthcare)
is required purely for research purposes, then
explicit informed consent should be taken.

g enetic Information

Susan asks the doctor if she needs antenatal
testing for genetic disease. Her estranged sister
recently had a late termination but she does not
know why. She is not aware of any family history
of inherited disease.

Genetic information is at the same time indi-
vidual and shared. When an individual attends
a genetic clinic a comprehensive family tree is
devised. The patient gives information about
their extended family often without the family
members’ explicit consent. So although the infor-
mation given is not all personal to the individual
and can not be said to be owned by the individual,
the data gathered during the consultation and in-
formation from genetic tests are governed by the
rules of confidentiality. Therefore the healthcare
professional is bound by this duty not to disclose
information to athird party unless there is an over-
whelming imperative to do so, usually couched
in terms of significant risk of serious harm. This
is a high threshold and involves a careful risk
assessment. Some ethicists have argued that
the way round this problem is to view genetic

information as different and therefore not subject
to the usual rules of confidentiality. Parker and
Lucassen (Parker & Lucassen, 2004) talk about a
‘joint account’ of genetic information where the
defaultposition is that genetic information should
be shared with family members unless there is a
good reason not to.

In the UK guidelines developed by The Joint
Committee on Medical Genetics (Royal college
of Physicians, Royal College of Pathologists, &
British society for Human Genetics, 2006) state
that information on a family pedigree does not
belong to one person and can be shared between
health professionals treating different members
of the family without explicit consent. This is
because the information one family member gives
may highlight that another family member is at
significant risk of being affected by or of being
a carrier of genetic disease. It is good practice
to inform patients that the information they give
may be shared in this way. Confidentiality does
however govern the use of specific test results
which cannot be passed onto other family mem-
bers or their physician without their permission.
If permission is not forthcoming then this duty
of confidentiality can only be broken if there is
significant risk of serious harm. The guidelines
suggest that when consent is obtained for genetic
testing it should be obtained for sharing the results
with other family members so that the issue of
breaking confidentiality is avoided as much as
possible. It is essential that patients understand
the full implications of genetic tests including
the issue of paternity. As in all other areas of
medicine communication and information are
the benchmarks of good practice.

Susan’s obstetrician has a duty to avoid harm
to her and her baby and to act in her best interests.
Susan should be encouraged to talk to her sister
and other family members. It may be the abortion
was performed for a chromosomal abnormality
ratherthanan inherited genetic condition. Susan’s
obstetrician willneed to consult her sister’s doctor;
who will have to make a decision on how much
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information to divulge after assessment of the
risk to Susan’s baby and after consultation with
Susan’s sister. Justice requires confidentiality to
be broken if there is a significant risk of serious
harm to Susan’s baby.

patlent access to outcome
data

Susan is nervous about having an amniocentesis
because a friend had a miscarriage after hav-
ing the procedure. She asks to see data on the
doctor’s miscarriage rates before she will agree
to the procedure

All'hospitals collect data on clinical outcomes
(e.g., length of stay and mortality). This data can
be analysed in a number of ways including (e.g.,
by age of patient, by principle diagnosis, or by
attending physician). The primary purpose of
this data collection is financial - to ensure the
hospital is paid for the work it has done. But in
several countries Freedom of Information Acts
mean this data is now available to the public.
League tables have been devised showing varia-
tions in length of stay, hospital acquired infec-
tion rates and mortality rates between hospitals.
It is argued that, in order for patients to make a
choice about healthcare they should have access
to all this data.

The real challenge is making this choice
meaningful. To make an informed choice pa-
tients need to have access to outcome data that
is meaningful. Outcome data is influenced by
patient selection. A surgeon who chooses only
to operate on low risk patients will have better
outcome figures than a surgeon who specialisesin
highrisk procedures. Complicationrates are often
presented as a percentage e.g. for amniocentesis
the accepted miscarriage rate is 1%(Tabor et al.,
1986) above the background rate. But this can
vary due to pure chance or due to case mix — if
an obstetrician does more high risk pregnancies
(rate of chromosomal anomalies) then the risk of
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miscarriage is higher because the background
risk is higher.

To comply with professional registration and
regulation Doctors are required to show evidence
of good practice in line with standards drawn up
by their professional associations. This includes
monitored practice, feedback from colleagues
and patients and benchmarking statistics which
compareindividuals’ practice and outcomes. This
data could also be used to inform patient choice.
Some professional bodies have already decided
to publish patient survival data. For example the
UK Society for Cardiothoracic Surgery in con-
junction with the UK Healthcare Commission
have developed a website where survival rates for
individual units and surgeons (adjusted for case
mix) can be viewed by the public (Healthcare
Commission, 2007).

A number of important questions arise:

. Should this data also be available to all
patients to inform their choice?

. Do the health professionals have any rights
over how this information is used?

. If all outcome data is available to patients
how can we be sure they will be able to
understand and interpret it correctly?

. Does this entail another duty to our patients
—to explain the data?

. How will we train colleagues and what effect
will being a trainer have on our outcome
data?

Allowing a patient to access outcome data in
order to make an informed choice about health-
care maximises autonomy, but only if the data is
robustand fully understood by the patient. Choice
is generally good but only if the patient feels
guided and is not overwhelmed with information.
If data is published it must be explained in easily
understandable lay terms. Information is not a
substitute for trust. Not all patients wish to make
choices, but they do all want good healthcare. A
healthcare professional’s duty of care involves
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not only giving information but also giving ad-
vice. This advice already includes interpreting
evidence based medical data, so it is not fair to
extrapolate that advice to include interpretation
of other outcome data.

It is important to not be swayed wholly by
the autonomy argument —the other principles are
equally important considerations in healthcare. It
would perhaps be better to ensure all healthcare
professionals achieve a minimum acceptable
standard with rigorous professional monitoring
rather than publication of crude figures which are
open to statistical manipulation. However some
professional groups may consider publication of
their data if they are allowed to decide what data
is relevant and control the analysis of the data.

Healthcare professionals have a right to be
treated fairly so any data published about them
must be accurate and put into the appropriate
context. It would not be fair to publish raw data
without showing how case mix and other fac-
tors impact on outcome. Justice also requires us
to think about the overall ‘good’ for our health
services — the next generation of specialists need
training and research and innovation are essential.
Any datacollection and publication must not stifle
either process.

Susan should be advised that the doctor doing
the amniocentesis is appropriately trained and
his/her practice appropriately monitored.

heal th InForma tlcs and the
|l aw

There are now greater demands than ever for
more integrated health information systems to
support rapid advances in epidemiological and
health economics research. In response to those
demands, increasingly sophisticated technology
is evolving to support the collection, process-
ing and management of personal (and often
sensitive) clinical data. However, as technology
evolves and the ability to access information

is opened up, the risk of inappropriate access
(whether intentional or accidental), the manner
in which information is processed, or the nature
or context in which it is used (or even disposed
of) may pose a threat to confidentiality rights,
civil liberties and human rights. This opens up
not only an ethical dilemma for the clinician and
all those involved in the processing of data, but
also a legal dilemma in terms of responsibilities
and constraints on practice. There are national
and local guidelines, policies and protocols in
place in each jurisdiction to govern and regulate
practice, but more importantly there are statutory
regulations by which we must abide. Before we
look at statute law we should understand the legal
foundations of consent and confidentiality which
are fundamental to any discussion of the doctor-
patient relationship, medical practice generally,
and our handling of patient information.

consent

Anything we do to patients including recording
their personal information can only be done with
their consent. Our ethical duty to respect self
determination is echoed inthe law: “Every human
being of adult years and sound mind has a right
to determine what shall be done with his own
body; and a surgeon who performs an operation
without his patient’s consent commits assault...”
Judge Cardozo 1914 (“Schloendorff v New York
Hospitals “, 1914) Thisrespect for self determina-
tion over rides the principle of the sanctity of life
(“NHS Airdale Trust v Bland,” 1993) and applies
not only to bodily integrity but also to freedom
of thought and mind. It is generally agreed that
a person’s personal information belongs to them
and should therefore only be shared with their
consent unless there is an overwhelming reason
to disclose the information without consent (i.e.
the public interest) — for more detailed discussion
see next section.

The law recognizes two forms of consent:
implied and express. The form consent takes
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should be proportional to the gravity of the con-
sequences of the action. Implied consent is gener-
ally acceptable for routine medical consultation
including the recording of personal information,
general physical (but not intimate) examination
and routine investigations. Consent is implied by
the cooperation of the patient.

Express orexplicit consentisrequired for more
invasive investigations and treatment, intimate
investigations and, investigations or treatments
with significant social consequences e.g. treatment
for sexually transmitted diseases or testing for
HIV. For express consent to be valid the person
giving consent must be adequately informed,
have the capacity to consent and be free from
duress or undue influence (M. Stauch, K. Wheat,
& Tingle, 2006a).

It is argued that implied consent is enough for
the routine recording of personal data. However,
implied consent only covers what is reasonable
for the patient to understand and is implied by
their co-operation. It is reasonable to expect that
a patient will understand that their personal data
will be used for their healthcare but it is we know
unreasonable to expect a patient to know that her
data may be used for other purposes (Beachamp
& Childress, 2001; Tong, 1998).

Consent only applies to confidential data,
once data is processed and anonymous, it no
longer belongs to the individual, and therefore the
legal requirement for consent no longer applies.
Therefore itis lawful for healthcare organizations
to collect health-care data on length of stay, diag-
nosis and mortality etc without patients’ consent
as long as the data collected does not have the
characteristics of confidential information (see
next section).

As we will see later most data protection and
privacy laws require consent, but what is not en-
tirely clear is the form this consent should take.
UK NHS guidelines make it clear that explicit
consent must be sought for “using their personal
information inwaysthatdo notdirectly contribute
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to, or support the delivery of, their care.”(NHS,
2003).

con Fldent lal Ity

The categorization of data as confidential is de-
pendent on the quality of information (e.g. patient
identifiable data), and the way in which the infor-
mation is obtained and subsequently managed.
The various laws in each country afford protec-
tion for the subject of the data or information, but
also give guidance and provide safeguards for
those involved in the process of health informat-
ics. This is because if legal constraints were too
onerous, the efforts of researchers, practitioners
and data managers would be severely hindered
by an unhealthy culture of caution.

It is generally understood that when a patient
seeks advice and treatment from health care
professionals she consents to the process of col-
lecting, documenting and sharing of her personal
information for the purpose of her healthcare. It
is also recognised that because such information
is of a sensitive nature the patient should enjoy the
privilege of utmost confidence. Therefore a duty
of confidence is imposed on all persons involved
in the collection, processing and management of
confidential data. The justification for this duty
is well articulated by Raanon Gillon (Gillon.,
1986):

“The commonest justification for the duty, of
medical confidentiality is undoubtedly consequen-
tialist: people’s better health, welfare, the general
good, and overall happiness are more likely to be
attained if doctors are fully informed by their pa-
tients, and this is more likely if doctors undertake
not to disclose their patients’secret. Conversely if
patients did not believe that doctors would keep
their secrets then either they would not divulge
embarrassing but potentially medically important
information, thus reducing their chances of getting
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the best medical care, or they would disclose such
information and feel anxious and unhappy at the
prospects of their secrets being known.”

The legal duty of confidentiality is clearly de-
fined by Lord Goff: “I startwith the broad general
principle... that a duty of confidence arises when
confidential information comes to the knowledge
ofaperson (the confidant) in circumstances where
he has notice, or is held to have agreed, that the
information is confidential, with the effect that
it would be just in all the circumstances that he
should be precluded from disclosing the informa-
tionto others.”(“AG v Guardian Newspapers (No.
2, 1990, p. 281).

Lord Keith added that a duty of confidential-
ity arose out of certain relationships including
the doctor patient relationship (AG v Guardian
Newspapers No. 2, 1990, p. 255).

The obligation of confidentiality is neither
easily defined nor absolute. Inbasic terms, there
are three justifications in law for the disclosure of
confidential information: patient consent, public
interest or statutory requirements. In situations
where a public interest is at stake, the duty of con-
fidence may be broken (e.g. reporting an outbreak
ofacommunicable disease for the health and safety
of the public). The public interest argument is a
utilitarian one and is stated clearly by Lord Goff:
*“...although the basis of the law’s protection of
confidence is that there is a public interest that
confidences should be preserved and protected
by law, nevertheless that public interest may be
outweighed by some other countervailing public
interestwhich favours disclosure.”(“AG v Guard-
ian Newspapers, No. 2, 1990, p. 282).

In the UK a number of statutory provisions
positively require disclosure of confidential in-
formation in the interests of public health (e.g.
the Public Health Act 1984); or to allow the
administration of justice (e.g. the Road Traffic
Act 1998.) Furthermore, section 60 of the Health
and Social Care Act 2001 allows the Secretary
of State to make regulations “requiring and

regulating the processing of prescribed patient
information for medical purposes as he consid-
ers necessary and expedient: (a) in the interests
of improving patient care; or (b) in the public
interest;” whilst the Health Service Regulations
2002 allow for the creation of disease databases
e.g. cancer registries which include confidential
patient information (M. Stauch, K. Wheat, &
Tingle, 2006b). Such provisions are likely to be
similar in other jurisdictions.

privacy

Some confusion arises between the specific
duty to respect a confidence and the somewhat
broader duty to respect individual privacy. The
obligation to preserve privacy is arguably more
onerous as it overlaps with human rights. Almost
every country now includes and describes a right
to privacy in its constitution or legal system.
There is no absolute right to privacy in UK law
but provision for privacy is made within domestic
interpretation of the European Convention on Hu-
man Rights (ECHR)(European Court of Human
Rights, 2007) via the Human Rights Act (1998)
—namely the ‘right to a private life’ (Article 8).
This legislation applies to the handling of medi-
cal and personal information. In the USA the
general right of privacy is recognized in common
law and the Fourth and Fifth Amendments of
the Constitution. In Canada both the Constitu-
tion and Charter of Rights and Freedoms do not
recognize an explicit right to privacy (Canadian
Charter of Rights and freedoms, Part 1 of the
Constitution Act, 1982, Schedule B to the Canada
Act 1982(United Kingdom), 1982) but privacy is
regulated atboth federal and provincial levels with
personal health information being incorporated
into privacy lawsin 2002 (Federal Privacy Actand
Personal Information and Electronic Documents
Act (PIPEDA) 2001, 1982). Australian privacy
laws allow individuals to exercise rights and
choices about handling of data in the public and
private sector (The (Commonwealth) Privacy
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Act 1988 (as amended by the Privacy Amend-
ment (Private Sector) Act 2000, 1998), and in
New Zealand similar provisions for privacy are
incorporated within The Privacy Act.

human r ights

A chapter on the law and ethics of health informat-
ics would not be complete without a discussion
about human rights. Article 12 of the United
Nations Universal Declaration of Human Rights
1968 states that: “No one shall be subjected to
arbitrary interference with his privacy, family,
home or correspondence, nor to attacks upon
his honour and reputation. Everyone has the
right to the protection of the law against such
interference or attacks.”

Gross violations of human rights have in the
past occurred during research and experimenta-
tion. Particularly horrifying experiments oc-
curred in the Nazi concentration camps. At the
Nuremburg trials the Judges articulated a set of
ethical principles (The Nuremburg Code) to pre-
vent such abuse of human rights from occurring
again. This was followed in 1964 by the World
Medical Association’s Declaration of Helsinki
(amended 2000). Most countries now have inplace
a mechanism for the rigorous ethical review of
all proposed research. Further consideration of
research ethics is beyond the scope of this chapter
but Human Rights will be considered in relation
to health informatics generally.

Firstly it is important to realise that few rights
are absolute. It would be inaccurate to claim that
there are no circumstances in which interfer-
ence can be justified in the interests of the state.
Most of the core rights are subject to limitation
and qualification. For simplicity, within this text,
human rights are considered in relation to the
European Convention on Human Rights (ECHR).
Confidential information is protected by Article
8 of the ECHR:
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(8.1) Everyone has the right to respect for his
private and family life, his home and cor-
respondence

(8.2) There shall be no interference by a public
authority with the exercise of this right ex-
cept such as in accordance with the law and
is necessary in a democratic society in the
interests of national security, public safety
or the economic well-being of the country,
for the prevention of disorder or crime, for
the protection of health or morals, or for
the protection of the rights and freedoms
of others

Essentially, there is an obligation not only to
refrain from interference, butalso to provide effec-
tive respect for a private life, and therefore failure
to recognize the nature of confidential informa-
tion or support patient privacy may constitute a
breach of the Convention Right. A fair balance
must be struck between competing interests of the
community. Disclosure of personal information
without consent by State authorities will amount to
a breach of right to respect for a person’s ‘private
life’ unless the conditions in Article 8(2) are satis-
fied. Thereis areasonable expectation of privacy
where information is obviously private or, where,
as in the opinion of Lord Hope disclosure would
be “highly offensive to a reasonable person”. In
Z v Finland (“Z V Finland,” 1998) the European
Court of Human Rights stated clearly that “the
protection of personal data, not least medical
data, is of fundamental importance to a person’s
enjoyment of hisor her right to respect for private
and family life as guaranteed by Article 8 of the
Convention.”

However, healthcare practitioners may be
consoled by the fact that there is legal protection
if data is sufficiently anonymized and its’ use is
strictly controlled. The Department of Health
(UK) produced guidelines which suggested that
disclosure of anonymous patient data to a third
party would still breach the duty of confidentiality.
This was successfully challenged in the Court of
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Appeal by ‘Source Informatics’. ‘Source Infor-
matics’ purchased anonymized patient prescribing
data from GPs for commercial reasons (to obtain
information on doctors’ prescribing habits to sell
on to pharmaceutical companies). The Court of
Appeal ruling concluded that because the data was
anonymized patientidentity wasnotrevealed and
therefore a privacy right was not violated.

What if an individual requests right of access
to personal data held on them by the State? Data
protection and privacy statutes guarantee rights
of access to the individual. The Access to Health
Records Act 1990 (UK) was a direct result of a
challenge inthe ECHR.© The applicant was a man
who had been brought up in the care of a local
authority. Onreachingadulthood he soughtaccess
to childhood case records because he wished to
sue the authority for negligence in their child-
care duties. The local authority permitted him
access to 65 documents (out of a total 352). He
successfully asserted that refusal to allow access
to the remaining files constituted a breach of his
Article 8(1) rights to privacy.

data protect lon

There is considerable overlap in terms of the legal
provisions between the jurisdictions. There are a
number of core principles that apply generally and
directly to data in terms of its use, collection and
dissemination. The Organization for Economic
Co-operation and Development (OECD) Guide-
lines have been influential in shaping many of
the data protection laws. ¢

The OECD Guidelines set out eight basic
principles:

1.  Collection: Data should only be collected
for a defined purpose.

2. Quality: Consent should be obtained for
data collection. Data collected should be
accurate.

3. Purpose: Data subjects should be informed
of the purpose for which information will be
used. Researchers must adhere to specific
guidelines concerning the process of data
collection, use and dissemination.

4.  Use: Data should be used for a legitimate
purposein line with legislation. Data should
be kept for the minimum period necessary.
Data should be destroyed if no longer re-
quired.

5. Security: Where possible data should
be anonymized or names substituted for
unique identifiers with a secure code held
separately. Data must be secure, password
protected and only accessible to healthcare
professionals for the purpose of clinical care,
audit or research which has been granted
ethical approval. Rules ofaccess mustallow
individuals to apply to see information kept
about them.

6. Openness: Data should be processed and
used fairly.

7. Individual participation: Individuals
involved in data collection have a respon-
sibility to adhere to principles of practice
laid down in legislation;

8.  Accountability: Member countries are
expected to incorporate the recommenda-
tions within domestic law and appoint data
commissioners or information officers to
oversee compliance with obligations.

heal th InForma tlcs and
leglsla tlon

ukK

The European Directive 95/46/EC on Data Pro-
tection was adopted by the Council of Europe
in October 1995 for implementation by October
1998. One of its more important purposes was to
safeguard ‘the fundamental rights of individuals’
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Figure 1. Key principles of the DPA 1998
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SCHEDULE |

processed unless:

Schedule 3 15 also met

I

purpose or those purposes.

under this Act,

processing of personal data,

. Personal data shall be procassed fairly and lawfully and, in particular shall not be

{a) at least one of the conditions in Schedule 2 13 met, and
(b) in the case of sensitive personal data, at least one of the conditions in

Personal data shall be obtained only for one or more specified and lawful
purposes and shall not be further processed in any manner incompatible with thar

3. Personal data shall be adequate, relevant and not excessive in relation to the
purpose or purposes for which they are processed.

4. Personal data shall be accurate and, where necessary, kept up to date

5. Personal data processed for any purpose or purposes shall not be kept for longer
than iz necessary for that purpose(s).

&, Personal data shall be processed in accordance with the rights of data subjects

T Appropriate technical and organisational measures shall be taken against
unauthorised or unlawful processing of personal data and against accidental loss
or destruction of, or damage to, personal data

£ Personal data shall not be transfarred to a country or territory outside the
Evropean Economic Area unless that country or termtory ensures an adequate
level of protection for the rights and freedoms of data subjects in relation to the

in line with provisions of human rights legisla-
tion. The Directive requires that Member States
establish a set of principles and incorporate them
into domestic legislation thereby providing a
mechanism of regulation for users of personal
information. In essence, the legislation obliges
users of personal information to comply with
provisions, confers rights upon individuals to gain
access to information held about them, and makes
provision for the supervision and enforcement of
the legal obligations via the appointment of a Data
Protection Officer (or Commissioner).

The UK implemented the Directive via enact-
ment of the Data Protection Act 1998 (DPA) and
the main provisions came into force 1 March
2000. The 1998 Act covers manual and electronic
records and includes all health records thereby
incorporating the more stringent provisions on
the processing, storage and disposal of sensitive
personal data. There are additional provisions
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and rules concerning the transfer of personal data
outside the European Community territory.

The DPA contains 8 key principles within
Schedule 1 (Figure 1) that are applicable to main-
tenance of electronic personal data. Schedule 2
(Figure 2) provides conditions relevant for the
purposes of the first principle (i.e., processing of
personal data) and Schedule 3 relates to process-
ing of sensitive data (The Data Protection Act,
1998). ‘Personal data’ relates to living persons who
may be identified as a result of that data, whereas
‘Sensitive Personal Data’ includes information
on racial or ethnic origin and physical or mental
health of the data subject. Accordingly, there
are more stringent and detailed provisions on the
processing of sensitive personal data that focus on
the rights and freedoms of the data subject.

Current UK guidance says that any legisla-
tion which sets aside the obligation of privacy
must be compatible with the Human Rights Act
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Figure 2. Relevant conditions for purposes of processing of any personal data (DPA 1998)

(o]

Processing iz necessary—

contract

e

=~

h

. Processing is recessary for
a. administration of justice

government Department

interest by any person.

or is not, considered satisfied.

SCHEDULE 2. (abbreviated by the author)
1. Consent to the processing of data i= given by the data subject.

a.  for performance of contract to which dats subject iz a partyor,
b. where at the data subject request steps are talken with a view to entering a

Processing is necessary for compliance with legal obligations to which the data
contmller iz subject (excludes contracmal obligations).

Processing ic necessaryto protect vital mterests ofthe data subject.

b. exercise of function conferred on persons byor under any enactment
c. exercise of any functions of the Crown, Minister of the Crown or

d. exercize of any functions of a public nature — exercized in the public
6.1 Processing is necessaryfor the pursuit of legitimate interssts by the data
controller, a third party or parties to whom the data iz disclosed. Exceplions are
if processing iz unwarranted by reason of prejudice to rights, freedoms or

leg timate interests of the data subject

6.2 Secretary of State may specify circumstances in which this condition (6.(1)) iz

and therefore must: pursue a legitimate aim, be
considered necessary in a democratic society and
be proportionate to need.

usa

In the USA The Health Insurance Portability
and Accountability Act (1996), better known as
HIPAA, addresses many areas of the healthcare
data processing including data storage and re-
covery. The primary goal of the legislation is to
assure proper protection and allow a flow ofhealth
information for the purpose of promoting health.
HIPAA covers all personally identifiable health
information. This includes information received
or stored in electronic, paper, or even oral form
and there is no limitation period for the protection.

Key safeguards are summarised below (Figure 3).
The legislation categorises provisions relating to
administrative, physical and technical responsi-
bilities. The HIPAA Privacy Rule additionally
requires health care providers and healthcare
professionals to comply with its standards and
to ensure contingency plans for recovery of lost
data and protection from malicious software
systems. Furthermore, encryption and decryp-
tion mechanisms are required (Office for Civil
Rights, 2006). The Privacy rule is enforced by the
Office for Civil Rights [OCR] of the Department
of Health and Human Services (HHS). Enforce-
ment of the Privacy Rule began April 14, 2003.
Over the last four years, HHS has improved the
privacy practices of covered entities through its
enforcement program.
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Figure 3. Key HIPAA Data Security Rules
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{Summarized by author)

_t.l

i

override the faderal protection.

confidentiality iz required.

the notice of privacypractices.

1. Access to medical records - Patiznts generally should be able to s22 and obtain

copies of their medical records and request corrections if they identify errors and

miztakes. Access to records & generally within 30 dayz of request.

Notice of privacy practices - Health care providers (under HIPAA) must provide

a notice to their patients on how theymay use perzonal medical information and

their rights under the new privacy regulation

Limits on use of personal medical information — Personal health information

(PHI) may be shared among providersto provide qualitytreatment. Generally,

information should not be used if not in reltion to health care without consent

4. Prohibition on marketing - Festrictions and limits on the use of patient
information for marketing purposes. Pharmacies, health plans and other coversd
entifizs must first obtain an individuals specific authorization before disclosing
their patient information for marke ting.

5. Stronger state laws - State law requiring dizclosure in public interest will

. Confidential commumnications- A reasomable compliance with the principle of

7. Complaints - Formal complaints may be filed directly to the provider and
information regarding the process of filing such complaints should be included in

canada

There is both federal and provincial regulation of
privacy within Canada: the 1982 Federal Privacy
Act and the 2001 Personal Information and Elec-
tronic Documents Act (PIPEDA) (Personal Infor-
mation and Electronic Documents Act (PIPEDA),
2001). Health information was excluded from the
provisions of PIPEDA until January 2002 and
in January 2004 provisions were extended to
all organizations that collect, use or dispose of
personal information. There are 10 overarching
principles to consider here (summarised in Fig.
4) reflecting the OECD Guidelines.

Additional professional guidance in specific
relation to the matter of health informatics is
given by COACH (Canadian Organization for
Advancement of Computers in Health) COACH
was established in 1975 and is dedicated to promot-
ing clearer understanding of health informatics
within the Canadian health system. Although not
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within the legislative framework, it affords some
very relevant guidance and provides professionals
with a framework to minimize risk, maximize
integrity and protect privacy for all personal health
information. Mostrecent guidelines for protection
of health information were published in 2007.

a ustralia

In Australia the Australia Privacy Act 1988 fo-
cuses solely on protection of personal information.
There are 11 principles which regulate each stage
of the information cycle starting with initial col-
lection of personal information and ending with
its erasure or disposal.

The OECD Guidelines form the foundation
for the Information Privacy Principles (IPPs) and
the National Privacy Principles (NPPs) set out in
the Privacy Act. The IPPs cover the public sector
and the NPPs cover the private sector.
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Figure 4. The 10 Overarching principles of PIPEDA

1. Accountability — Appeintment ofa Privacy Officer and development of information
policies outlining privacy protection clavses

2. ldentifving purposes — Consent must be obtained from the data subject and a
reazonable rationale for collection of information should be documented.

. Consent — Mzt be meaning ful and “informed”

. Limiting collection — Mo indiscriminate collection of data and aveidance ofdeceitful
or misleading techniques to obtain data.

. Limiting use and disclosure — Data must havea purposefil use and disclozed enlyin
accordance with guidelinez onprivacy. This includes destruction and anonymization

b laa

(=l

documentad.

of data that no longer holdsa ‘useful” purpose.

6. Accuracy — Information must be aceurate andupdated where appropriate.

1. Safeguards — Technical and administrative considerations should ensure accesz and
security is safeguarded by policies and procedures.

3. Openness—Policies should be easily underood and made readily available.

0. Individual access — Individuals mnst be allowed acczss to records and muchrequests

10.Challenging complaints — Fair and impartial investigative procedures must be
documented and handled senstively by appropriately trained personnel.

new Zealand

New Zealand’s Privacy Act was enacted in 1993
and amended several times mostrecently in 2002.
It regulates collection, use and dissemination of
personal information held by any agency and in-
cludes both public and private sectors. There are
12 privacy principles based on OECD guidelines
and Australia’s Privacy Act. The Actis primarily
concerned with personal information handling
practices.

The Privacy Commissioner of New Zealand
has published a guide which explains the provi-
sions of the Health Information Privacy Code
(adopted in 1994) (New Zealand Privacy Com-
missioner, 1994). The guide is designed to assist
health agencies in dealing with personal health
information, whether they collect, hold or use
personal data. Especially useful are the chapters
on disclosing information to third parties.

A summary of the key legislation, websites
and some of the case law cited in the text with
some additional resources are included for quick
reference in Figure 7.

conclus lon

Each person involved in health care, in every
jurisdiction, region, hospital, clinic, pharmacy
and community health programme has a respon-
sibility for the protection of health information,
and for the protection of the information systems
that enable us to deliver quality health services.
A number of rules and principles are common
to all data protection privacy laws. There are
also safeguards in place for practitioners and
those involved in the overall process of health
informatics. Confidentiality and security issues
should pose concerns for researchers and informa-
tion technology support staff. Clinicians must be
aware of their obligations to the patient whenever
they ask for, receive, document and use patient
information. More attention should to be paid to
the issue of consent for the taking, using and re-
cording of patient data. Where ethical dilemmas
arise they can be analyzed by reference to the four
principles: beneficence, non maleficence, justice
and respect for autonomy. Where the principles
conflict (which, as we have seen they often do)
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Figure 5. Australia Privacy Act principles

1. Collection: How and when personal health information may be collected,
purpeses of collection, consent

2. Use and disclosure: How and when personal health informa tion may be
dizclozed, consent.

3. Data quality: Complztensss and acenracy of personal health information.

4. Data security and data retention: Howand for how long records must be kept
destruction of records.

5. Openness: Providing advics o consumers regarding privacy arrangements and
consumer rights.

6. Access and correction: How consumers may access information in their health
record and responsibilitizs for incorporating corrections.

1. Identifiers: Izmue = about the uze of record numbers, MEedicare and DV A numbers
efc.

8. Anonymity: Consumers have a right to request anonymous consuliation “where it
iz lawinl and practical”.

9. Trans border data flows: Regulates transfer of personal health information to
locations that may have less privacy protection for consumers than Victoria.

10. Transfer or closure of the practice of a health service provider: Provisions
that ensure practice patients are adzquately advised of changes to the situation of
the practice where previouslyavailable healtheare will no longer be available.

11. Making information available to another health service provider: Eegulates
dizclosore of personal health information to another healthears provider on
requast of the patient.

Figure 6. New Zealand Privacy Act principles
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Principles 1-4 - Govern the collection of personal information. This includes the reasons
why perzomal information may be collected, where it mav be collected from, and how it is
collected.

Principle 5 — Storage of personal information must be designed to protect personal
information fom unavthorized use or disclosure.

Principle 6 - Individuals have the right to aceess information about themselves.
Principle 7 - Individuals have the right to correct information about themselves.
Principles 8-11 - Place restrictions on how peoplz and organisations can use or disclose
perzonal information. These include ensuring information iz accurate and up-to-date, and

that it isn't improperly disclosed.

Prineiple 12 - Governs how “unique identifizrs” — such as IRD numbers, bank client
numbers, driver’s licence mymbers and passport mmbers — can be used.
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Figure 7. Key legislative provisions and electronic sources relating to privacy laws and data manage-
ment

General Information on Privacy laws:

Organization for Economic Cooperation and Devele pment (OECD) especially the Report
on the Cross Border Enforcement of Privacy Laws at: hitpo/ www.oecd.org

UK and Europe

Legislation:

Freedom of Information Act 2003

The Health Service (Control of Patient Information) Regulations 2002 512202 No 1438,
Health and Social Care Act 2001

Human Rights Act 1993

Diata Protection Act 1908

Access to Health Records Act 1960

European Directive 83/ 46EC

Professional Codes and Guid es:
ConfidentiahitvNHS Code of Practice Movember 2003
Wehsites:

httpiworw.echr coe int ECHREN
httpewenw.dh.gov.uk/en

httpe werw. freedomo Sinformation.co ulk

httpy he arteurgery healthe arec ommi ssion erg uk

Case law

Camphell v Mrror GroupNewspapers Lt [2004] 2 AC 457, [2004] 2 ARER 903
E. v Department of Healthex parte Source Informatics Lid [2000] 1 ALER 736;
(2000) 52 BMLE. 63; [1999] 4 ALER 185; (1999) 40 BEMLE. 41

Zv Finland (1998) 25 EHRR. 371

AG v Guardian Newspapers (No J) [1990] AC 100

Gagkin v United Kingdom (198%) 12 EHRF. 36; [1990] 1 FLE. 167 ECHR.

UsA

Legislation:

Health Insurance Portability and Accountability Act (1996) (HEIPAA).

Standards for Privacy of IndividuallyIdentifiable Health Information. 45 CFR. Parts 160
and 164 (promulgated under HIPAA 1006 PL 104-191

Websites:

hittp/ wwrer hhegow oor'hipaa'privacyhiml

httpe/fwwrw hhsgovioia! (US Department of Health and Human Services Freedom of
Information page)

Canada

Legislation:

Perzonal Information and Electronic Documents Act 2001 (FIPEDA).

Canadian Charter of Rights and Freedoms | Part 1 of the Constitution Act 1982, Schadule
E to the Canada Act 1982 (United Kingdom) 1982 ¢ 1128

Federal Privacy Act 1982

continued on following page
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Websites:
hittpe! laws. Justice go.ca/en/ charter

Health (COACH) established 1975

Commonw ealth of Australia
L egislation:

Sector) Act 2000).

Anstralia Privacy Act 1988

Weh sites:

ity wanw privacy.gov.an

hittpe! wonw health gov.anhealthconnect

Case law:

New Zealand

L egislation:

Health Information Privacy Code 1994
The Privacy Act 1003

Bill of Right= Act 1900

Wehsites:

hitp:! privacyotg niz

hitpe!/werw coachorg com  (Camadian Organization for Advancement of Computersin

httpe! wonw priveom ge.ca (Privacy Commissioner of Canada homepage)

The (Commonwealth) Privacy Act 1983 (asamended by the Privacy Amendment (private

Anstralian Broadeasting Corporation v Lensh Game Meat PryLtd (2001) 185 ALR. 1;

hitpx!/ rangi nowledg ebasket co n=' gpacts'public/ tex t 2002/an' (73 himl

a balancing process has to take place. The prin-
ciples are designed to be used as a structure to
allow ethical dilemmas to be compared and moral
rules constructed.

Finally it is worth restating the idea conveyed
earlierinthe chapter: The principles inthemselves
must be interpreted with wisdom, compassion
and integrity, and healthcare professionals must
maintain an unwavering dedication to the virtues
of professionalism.
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Chapter Il
Coding and Messaging Systems
for Women’s Health Informatics

David Parry
Auckland University of Technology, New Zealand

abstract

Recording information about symptoms, observations, actions, and outcomes is a key task of health
informatics. Standardization of records is vital if data is to be used by different groups, and transferred
between organizations. Originally, coding focused on causes of death and other outcomes. Such systems
include the international classification of diseases (ICD). However, more recently the need to allow
communication between health organizations has encouraged the development of standards such as
health level seven (HL7). Further work has focussed on vocabularies such as systematic nomenclature
of medical terms (SNOMED), which allow standardised recording of any health-related information.
Coded data is necessary to allow computers to assist in decision making and for audit purposes. With
the rapid development of computer networks and the Internet, there has been a growing effort to include
semantic information with computer data so that the meaning of the data can be bound to the data store.
The chapter discusses these standards and the areas that are undergoing rapid development.

Introduct lon low the accurate and structured representation of

information which can be used to impart a com-

“We need three types of clinical information
standards: document structuring standards; term
lexicons; and ontologies”(Gardner, 2003)
Coding and messaging systems allow the
standardisation and systemisation of information
storage and transmission in healthcare. They al-

mon understanding. The aim of this chapter is to
introduce some of these systems along with the
theory that underlies them and the uses to which
they are put. These approaches are particularly
important in women’s health informatics for a
number of reasons:

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.
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. In pregnancy it is common for women to be
cared for by a number of healthcare profes-
sionals, and communication between them
should be precise and efficient

*  Past outcomes and complications often
have a great influence on the care plans for
women in subsequent pregnancies, and this
information is much more effective if stan-
dardised. Information recorded in previous
pregnancies may be useful forrisk prediction
if presented in a suitable format.

. Government agencies and healthcare or-
ganisations require accurate and extensive
information in order to fulfil their informa-
tionneeds. Informationrelating to births has
been collected for centuries, and improve-
ment in morbidity and mortality can only
be noted with standardised recording.

. Funding and fee for service are often related
to the case mix of the institutions providing
the care.

. Health Surveillance and audit of outcomes
is particularly important for screening pro-
grammes and also to understand long-term
trends such as the general rise in operative
deliveries.

. Research in the area of women’s health
often requires re-examination of clinical
records generated in the past. Accurate cod-
ing allows the selection of suitable records
and patients for research studies as well as
linkage between history, intervention and
outcomes.

. An exciting area of research is the develop-
ment and use of decision support tools that
use historical data to provide patients and
clinicians with guidance concerning the
likely outcome of clinical decisions and
the natural history of disease. This sort of
decision support is covered in more detail
in Chapter XV.

Forall these reasons, coding of clinical events,
diagnoses and interventions is an important part

of an information system designed to support
women’s health.

Atit’s heart, coding is a systematic and repro-
ducible method of recording pertinent information
for the improvement of management of healthcare.
Messaging involves the transmission of healthcare
informationinastandardised and efficient format
within and between information systems that are
involved in the care of people.

In terms of system efficiency, coding can
dramatically reduce the amount of data stored,
and also increase the usefulness of this data for
analysis. However the coding process is demand-
ing and requires care and understanding of the
principles of the coding system being used.

The next section of this chapter gives some
background to the development of modern cod-
ing and messaging system. The main varieties
of coding systems in use currently (ICD, READ,
DRG)aredescribed inthe coding systems section.
Messaging systems are then described including
health level 7 (HL7) and Digital Imaging and
Communications in Medicine (DICOM). More
complex and complete systems for recording
information including some controlled vocabu-
laries such as SNOMED and ontologies are then
described. Finally a discussion of the state of
the art, and some future areas of development is
contained in the final section.

bac Kground and history

Medicine has grappled for many years with the
need to have efficient means of communicating
data about patients, diseases and treatments.
From the time of Hippocrates, writing down
clinical information has been a major part of
health care. Comparison between patients, and
agreement on diagnosis and symptoms requires
agreed recording and communication standards.
Medical language has been sometimes seen as
a barrier between professionals and lay people,
but precision and flexibility are vital even if a
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private language appears to be in use. Precision
and comprehensibility are not mutually exclu-
sive. When computers are involved the need for
standards becomes even more important despite
valiant efforts over many years in attempting to
teach computers to understand natural language
(Rosenfeld, 2000). Indeed medical work can be
seen as concerned primarily with information
communication, storage and transformation.
Unambiguous and precise communication of in-
formation is vital and a major issue in healthcare
(Coiera & Tombs, 1998).

Coding clinical observations has a long his-
tory in women’s health, for example the “Bishop
Score” (Bishop, 1964), derived as ascoring system
using various observations in order to aid decision
making in induction of labor.

A very precise and often formalised natural
language, including a large number of specialised
words and compounded terms is taught to clini-
cians in training. This allows precise description
ofanatomical features, symptoms etc. and also the
construction of new descriptors by combination of
existing ones. Although this process is dynamic,
for example the term “Gestational proteinuria
and hypertension” has recently replaced “Pre-
Eclampsia” in many units it does not usually
cause difficulties in communication. However,
the general tendency as in many fields is to avoid
ambiguity rather than encourage standardisa-
tion. Thus, a great many synonyms are used and
often the preferred term is different in different
specialities or countries. This issue makes data
processing related to medicine difficult, and for
that reason a large number of coding systems
have been proposed and a number are currently
in use. Ultimately, any coding system is based
around an ontology — although this may not be
made explicit to the user of the system.

There are 3 main types of coding system:

1. Hierarchical systems with fixed codes or

terms determined by some central body, for
example the International Classification of
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Disease version 10 (ICD10) (World Health
Organization, 2001). In most cases these
systems allow a patient to have member-
ship of more than one code simultaneously,
although many systems, such as Diagnostic
related groupings (DRG’s) require the iden-
tification of a Primary ICD diagnosis code.
Sometimes membership of more than one
lowest level code in the same branch is not
allowed. Medical Subject Headings (MeSH)
are another example of this type of coding
system (U.S. National Library of Medicine,
2001).

2. Format-based systems, that specify the
allowed format without giving a complete
lexicon of the terms — for example the health
level 7 (HL7) messaging system. Interest-
ingly the 3™ version of this standard is
beginning to include semantic information
and standards. (Health Level Seven Inc)

3. Vocabulary systems such as SNOMED that
allow the construction of descriptors from
primitive elements (American College of
Pathologists, 2000).

Often only type 1 is given as a “true” coding
system. However, such systems are less useful
than the others at communicating a dynamic
status, for example in the case where a patient’s
diagnosis is not yet definitive, or when symptoms
may or may not be significant.

semantics of c oding

Ultimately all coding systems attempt to rep-
resent clinical information in a way that can be
understood by humans and/or computers. The job
of coding involves a standardised representation
of a particular significant piece of information.
However coding systems are beginning to go
beyond the concept of simply being controlled
vocabularies or dictionaries, and instead focussing
on the importance of meaning, and use. Much of
this work can be linked to the concepts of “the
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semantic web”(Berners-Lee, Hendler, & Lassila,
2001), although work in the medical domain
actually preceeded this initiative. As defined
on the WWW consortium website (http:/www.
w3.0rg/2001/sw/) “The Semantic Web is about
two things. It is about common formats for in-
tegration and combination of data drawn from
diverse sources, where on the original Web mainly
concentrated on the interchange of documents. It
is also about language for recording how the data
relates to real world objects”. The semantic web,
then involves being able to extract the useful data
from complex documents that are generated from
heterogeneous sources, and provide a method to
allow this data to be analysed and made useful. It
also allows data to be related to the real world.

In terms of practical implementation, sematic
web research involves the manipulation transfer
and analysis of documents written in a suitable
format across the Internet.

In the context of healthcare, this means that all
records, messages and documents can contribute
to a picture of the state of the patients, without
the need for overarching single electronic health
record. Thekey to semantic interoperability is that
the definitions for what things mean are common,
if this is done then every piece of information
around the patient can in theory be accessed as-

Figure 1. Data to knowledge

Use an Ontology
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Add Semantics

Add Context
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suming there are suitable procedures, controls
and interfaces. In the case of the semantic web,
this common understanding has been built on the
basis of standard data type diagrams (DTD’s) for
XML documents, and some approaches such as
HL7 level 3 are implemented in XML(Dolin et
al., 2001).

A general model of the role of coding and
semantics is shown in Figure 1.

Because observations can be converted to a
standard form or code, many observations can be
represented in a single document, and assuming
that the mapping between observation and code
is consistent, then a collection of documents can
be represented within a world model.

Coding, Messaging and Workflow

By allowing consistent formatting and transmis-
sion of information, the process of transferring
information between systems and users can be
simplified. Coding of diagnosis for example,
allows protocols to be set up that distribute
information in a way that supports appropriate
patient care. Thus coded data about symptoms,
diagnosis or treatment can act as metadata to a
fuller description of a current patient state, their
likely prognosis and the protocols that need to

World model — Knowledge
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be followed to ensure appropriate care. For these
reasons, early, accurate coding is important.
Traditionally coding has been a post-event
activity, often based around the discharge sum-
mary, and performed by trained clinical coders.
Associations of clinical coders such as the Pro-
fessional Association of Clinical Coders PACC-
UK (http://codeinfo.org/paccuk/index.html),
and the American Association of clinical coders
and auditors (http://codeinfo.org/paccuk/index.
html). Post-event coding has the advantage that
the diagnoses and procedures are more likely to
be certain at this stage, and there may be writ-
ten artefacts to guide the coder. This approach is
particularly attractive when coding is primarily
a source of information for reimbursement to
the treating institution, as it allows a holistic
view to be taken of activity, along with income
from that activity. However the disadvantages of
this approach include the fact that coded data is
then not available to the clinical team during the

Figure 2. Choice of appropriate code
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event, that mistakes or misunderstandings can
be generated by the need of coders to interpret
non-coded information, often froma wide variety
of sources, and the disruption to clinical practice
of having paper records being sent to the coding
department.

Aselectronic healthrecords have become more
common, coding atthe point of care, or near to the
point of care has become attractive. This obvi-
ously reduces the time taken to produce codes,
can reduce data storage requirements in clinical
records, and can allow the codes to be used im-
mediately indecision support applications such as
PRODIGY(Wilson, Purves, & Smith, 2000) (now
known as CKS). Disadvantages of this approach
include the need to train clinical users in often
complex coding schemes, the lack of time in many
clinical encounters and the danger of propagating
uncertain diagnoses through a system.

Accuracy of coding by non-experts can be
improved by using specific paper templates or elec-

Obstructed labur due o abnormality of matemal pelvic organs
Obstructed labor due to deformed pelvis

Obstructed labor due to fetopelvic disproportion, unspecified
(Jbstructed labor due to generally contracted pelws

(Jbstructed labor due to locked twing

Obstructed labor due to maternal pelvic abnomality, unspecified

Obstructed labor due to other abnormalities of fetus

(Jbstructed labor due to other maternal pelwic abnormalities
Obstructed labor due to other multiple fetuzes

Obstructed labor due to pelvic inlet contraction

Obstructed labor due to pelvic outlet and mid-cavity contraction
Obstructed labor due to shoulder dystocia

Obstucted labor due to unusually large fetus

Obstructed labor, unspecified

0653 - Obstructed labor due to pelvic outlet and mid-cavity contraction
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tronic systems to support selection of the correct
code. These have been shown to produce results
comparable with that of expert coders(Silfen,
2006). The time taken to code can also be reduced
by using cascading menu approaches, where the
user navigates through the hierarchy thatis present
inmany codes such as Read or ICD10, for example
choosing first the system or site and then being
presented with intermediate context-sensitive
choices. By using this approach, decisions on
coding and the required precision can be made
more easily with less risk of grossly inaccurate
codes and a better understanding of the subtle
differences between them (see Figure 2).

users of Information

Clinical staff actually treating the patient are
major users of information. In addition, there is
aneed for communication between hospital staff
and community care professionals including GP’s,
Pharmacists and family planning professionals.
Non-clinical cares including social services may
also require information. Insurance companies,
charity funders and governmental organisations
require data in the form of activity reports and for
statistical purposes. Obviously the patients them-
selves can use their own information Efficient
and effective coding allows large scale databases
to be constructed, which can be anonymised to
allow statistical analysis, for example in terms of
prescribing trends. Anexample of such a database
is the UK General Practice Research Database
(Walley & Mantgani, 1997). Similar databases
can be used as sources of recruitment for clinical
trials, or for audit purposes.

Inthe US amajoruser of coded information is
the Medicaid system, and this has used Diagnostic
Related Groups (DRG’s) to identify the severity
and hence expected cost of treatment of patients.
Software —.GROUPER — is used to convert diag-
nosis and procedure information into a DRG, in
this case a case mix index. (CMI). Health care
facilities can then calculate their actual costs,

compared to the reimbursement derived from
funding sources.

Along with clinical and research uses coding
assists with accurately describing the mix of pa-
tients being seen, auditing of the outcomes com-
pared with other centres and estimation of effort.
Other scoring systems measure the likelihood of
survival inintensive care—forexample APACHE,
and have been shown to be good at predicting
outcome (Beck, Taylor, Millar, & Smith, 1997),
fortunately, although not specifically designed for
women’s health. There are a number of systems
to measure nursing intensity or worklaod — for
example the therapeutic intervention scoring
system (TISS)(Keene & Cullen, 1983), although
these systems are not necessarily very useful
for calculating nurse/patient ratios (Adomat &
Hewison, 2004).

Clinical staffcanuse historical coded informa-
tion to audit their practice, as well as comparing
their Casemix with other professionals and linking
input to output. Pregnancy care is particularly
interesting in this regard- especially in terms
of the decision to intervene. The problem is dif-
ficult to analyse because outcomes for mother
and baby are usually good whatever the decisions
made. Essentially, if an intervention is made,
comparison with a group where intervention has
not been made is difficult because the outcome
set is very unbalanced, with good outcomes in
the vast majority of cases. By looking at large
series of deliveries and analysing the decisions
made, then there has been some understanding
of the decision making process, but this remains
an area of active research (E.C. Parry, Parry, &
Pattison, 1999).

codIng systems
Coding systems in medicine exist to remove
ambiguities, simplify representation, assist with

audit and outcome analysis and support decision
making as well as having a major role in admin-
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istration of healthcare systems. Historically, the
coding of disease and especially cause of death
has been intimately linked to the collection of
statistics. Coding systems can trace back their
origins to at least the ”Bertillon Classification
of Causes of Death,” which was introduced at
the end of the 19" century. Generally, coding
occurs at the end of an episode, for example the
method of delivery of a baby is coded after the
baby is delivered.

lcd 10

The international classification of diseases is
currently in its tenth version (World Health Or-
ganization, 2001). This systemis administered by
the World Health Organisation and is free to use.
ICDI10 covers a vast range of diagnoses as well
as procedures and modifiers. IC-10-CM (clinical
modification) which is used for diagnosis includes
alpha numeric codes that are 1 to 7 digits long,
based largely around anatomical site, followed by
disease process and then modifiers. [CD-10-CM
is available from the Centres for disease control
(http://www.cdc.gov/nchs/about/otheract/icd9/
icdl0cm.htm) and contains over 68,000 codes
in the July 2007 release. Pregnancy codes begin
with an ‘O’ and the modifier generally relates to
the trimester.

Gynaecologic disorders do not have their own
initial letter butare classified according to the site
or type of illness. ICD10 PCS (procedure coding
system) is as the name suggests ameans of coding

procedures. Previous releases of ICD combined
the procedures and the clinical descriptions but
these are now separate. There are over 86,000
procedures listed in the July 2007 release. Some
examples of codes relating to obstetric procedures
are shown in Table 2.

ICD codes are designed so that they are in-
creasingly precise from left to right so that when
searching for particular diagnoses, one can use
select a portion of the code to give the correct
degree of precision. For example, looking at Table
1 it can be seen that a search for O104.1* would
give all the secondary hypertension patients no
matter which trimester they were in.

r ead

Read codes were developed for the primary care
sector by Dr. James Read in the UK and version
3 was delivered in 1995 (O’Neil, 1995). Read
codes are not free to use, but many countries have
purchased a licence for use in their healthcare
system. Their use is widespread in the UK and
has enabled the general practice research database
to be builtup, containing anonymised data about
eight million people(Walley & Mantgani, 1997).
This large dataset has been used for investiga-
tions into women’s health issues, for example
(Bromley, Vries, & Farmer, 2004) on the use of
hormone replacement therapy. Read codes come
in anumber of varieties but are generally related
to an hierarchy in which successive characters
of the code identify the anatomic location or the

Table 1. Examples of ICD-10-CM codes with descriptions

| 1CD10 Code |
0104.11
0104.12
0104.13
0104.19
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Description H
Pre-existing secondary hypertension complicating pregnancy, first trimester
Pre-existing secondary hypertension complicating pregnancy, second trimester
Pre-existing secondary hypertension complicating pregnancy, third trimester

Pre-existing secondary hypertension complicating pregnancy, unspecified trimester
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Table 2. ICD 10 procedure codes

ICD10
Code

Description

10D07Z3  Extraction of Products of Conception, Low Forceps, Via Natural or Artificial Opening

10D07Z4  Extraction of Products of Conception, Mid Forceps, Via Natural or Artificial Opening

10D07Z5  Extraction of Products of Conception, High Forceps, Via Natural or Artificial Opening

10D07Z6  Extraction of Products of Conception, Vacuum, Via Natural or Artificial Opening

10D07Z7  Extraction of Products of Conception, Internal Version, Via Natural or Artificial Opening

condition or the procedure more precisely. In
many countries Read codes are being superseded
by SNOMED CT.

diagnostic r elated groups (drg )

DRG’s were originally developed to compare
casemix between hospitals, so that health provid-
ers with more complex cases were not penalised
compared to those with simpler workloads.
Because of this role, DRG’s are linked closely to
values for cost of care and length of stay. DRG’s
comprise a much smaller list of categories than
other coding systems- for example in the Aus-
talian DRG system there are only 17 Obstetric
codes and 20 Gynaecological ones. Perhaps
surprisingly, this reduced granularity and focus
on severity of illness or difficulty of treatment
can make coding difficult as the code use terms
such as “catastrophic” or “severe” complications,
which may be difficult to impliment. Recent
work in Australia has shown wide variations in
the reporting of DRG’s (Coory & Cornes, 2005),
and this has implications for the idea of paying
standard fees per DRG, rather than the calculated
cost of service. Similar problems exist if using
DRG ‘s to measure quality of outcome, or level
of care. In the obstetric domain, a particular
problem is that there is not always a causal link
between the risk to mother and baby, the procedure
performed, or the outcome of the procedure. For
example, a “ceasarian section with catastrophic
complications” (O01A) can occur in a pregnancy

that is assessed as low risk, whereas an “Vaginal
Delivery without Catastrophic or Severe compli-
cations” (O60B), can occur after extensive efforts
in pregnancy evaluated as being at high-risk of
complications.

The DRG system grouper can accept ICD10
codes as an input. Recently work in Taiwan (Yang
& Reinke